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Dynamic peer groups are common in collaborative applications of all kind such as server replication, clustering, 
distributed logging, grid computing, factory control, video conferencing, distributed interactive simulations, on-
line games, air traffic control and financial markets. These applications ideally run on top of a group 
communication system (GCS), which provides reliable and ordered message delivery and protects sensitive 
information against unauthorized entities.  Due to the Dynamic membership of peer groups, the expensive 
cryptographic protocols and the potential real-time requirements of applications, securing group communication 
in dynamic environments is a challenging task. In recent years some secure GCS have been developed and 
several useful techniques have been proposed to deal with scalability, performance and security in peer groups 
with dynamic membership and decentralized control. However, GCS were designed to be highly efficient in local 
(wired) networks, assume a relatively small group size (up to few hundred) and do not consider mobility, 
temporary disconnections and real-time constraints. The next generation of adaptable GCS is driven by 
constantly changing application requirements, real-time delivery, intermittent membership changes due to 
temporary disconnections and mobility patterns, performance requirements and non-uniform security and fault-
tolerance levels. 

Traditionally, adaptability in 
communication frameworks 
has been restricted to 
predefined choices without 
taking into consideration 
tradeoffs between them and 
the application requirements. 
Furthermore, different 
applications with an entire 
spectrum of requirements 
have to adapt to these 
predefined choices instead of 
tailoring the communication 
framework to fit their needs. 

We believe that an application should be able to tailor the secure GCS 
according to its needs not only in terms of security but also synchrony, 
timeliness and reliability, because there is no one-size-fits-all solution. 
Our starting point is a formal prototype of Secure Spread, a state-of-
the-art secure GCS, which we generalized along various lines to 
support secure communication with fewer synchronization constraints 
and adaptability along several new dimensions. In particular, our 
approach opens a spectrum of security guarantees, which are weaker 
than in the synchronized case, but still sufficient for many 
applications. Thanks to the use of abstract APIs, our generalizations 
are to a large degree independent of the GCS and the key 
establishment algorithm, and hence can be combined with 
improvements along other dimensions, such as the choice of specific 
group communication protocols and key establishment protocols. The 
use of formal prototyping techniques based on the executable 
specification language Maude enabled us to explore and validate 
design decisions without the need to carry out an actual 
implementation. 
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