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Underlying Network

Dynamic peer grgos are common in collaborative applications okaid such as server replication, cluster
distributed logging, grid computing, factory confreideo conferencing, distributed interactive siations, on-
line games, air traffic control and financiatarkets. These applications ideally run on top ofrauy
communication system (GCS), which provides reliadtel ordered message delivery and protects sea
information against unauthorized entities. Duetlie Dynamic membership of peer groups, &xpensiv
cryptographic protocols and the potential riéxle requirements of applications, securing groopmmunicatiol
in dynamic environments is a challenging task. énent years some secure GCS have been develop
several useful techniques haveeh proposed to deal with scalability, performaacé security in peer grot
with dynamic membership and decentralized conHolvever, GCS were designed to be highly efficiarlbta
(wired) networks, assume a relatively small groige up to few bindred) and do not consider mobil
temporary disconnections and réiate constraints. The next generation of adaptab@S is driven b
constantly changing application requirements, tiead- delivery, intermittent membership changes do
temporary disconnections and mobility patternsfguerance requirements and non-uniform security fadt-
tolerance level

We believehat an application should be able to tailor theuse GC.
according to its needs not only in terms of seguntt also synchmy,
timeliness and reliability, becautigere is no one-size-fits-adblution
Our starting point is a formal prototype of SecBmread, state-of-

Traditionally, adaptability in
communication frameworks
has been restricted to

predefined choices without
taking into consideration
tradeoffs between them and
the application requirements.
Furthermore, different
applications with an entire
spectrum of requirements
have to adapt to these
predefined choices instead of
tailoring the communication
framework to fit their needs.

the-art secure GCS, which we generalized along variousslitt
support secure communication with fewendyronization constrair
and adaptability along several new dimensions. amtigular, ou
approach opens a spectrum of security guarantdeshware weak
than in the synchronized case, but still sufficiefar man)
applications. Thanks to the use difstract APIs, our generalizatic
are to a large degree independent of the GCS aed kth
establishment algorithm, and hence can be combingth
improvements along other dimensions, such as tb&elof specifi
group communication protocols and keyaddishment protocols. T
use of formal prototyping techniques based on thlecwaabl
specification languag&laude enabled us to explore and valic
design decisions without the need to carry out attua
imbnlementatior




