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Interoperable Security

� Security problems often arise from problems 
with adaptation and interoperation

� Poor integration leads to gaps, redundancy, 
deployment delays, and much inconvenience

� Formal techniques provide ways to formulate 
and debug ideas for interoperable security 
solutions
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Sample Problem: Tunnels

� Excellent progress has been made on the 
design, implementation, and deployment of 
security tunnels

� It is routine for systems from two vendors to 
establish a single point to point link

� It is typical for the overall configuration of 
such links to be an awkward patchwork with 
inconsistent objectives
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Research on Contessa

� Tunnel configuration

� Application layer configuration challenges
� Security economics

� DoS models and counter-measures 
(Challenge Problem)
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Tunnel Configuration

� Question: How can a collection of Ipsec
tunnels be established as part of an overall 
security objective?

� Approach: Formal simulation using Maude
� Results: Design and analysis of sectrace and 

L3A protocols
� Future: Formulation of abstract “tunnel 

calculus” for abstract reasoning about tunnel 
setup

A Goodloe, CA Gunter, M McDougall
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Wireless Accounting Problem
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Application Layer Interoperation

� Problem: How can we create formats and 
protocols for adaptation and interoperation 
above the transport layer?

� Approach: WSEmail – email reconceptualized
as a family of web services

� Progress: Working prototype plus theory
� Future: Policy and workflow

K Lux, CA Gunter, M May, N Bhattad, K Tan Microsoft
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WSEmail

� Email - based on legacy protocols, SMTP, IMAP, 
POP, S/MIME, etc. - has limits in
� Security
� Flexibility
� Integration

� WSEmail aims to recast as a family of web services 
based on XML, SOAP, WSDL, XMLDSIG etc.

� Study focuses on extensibility and formal analysis.  
Extensions include on-demand attachments, IM, 
routed forms.
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Security Economics

� Problem: How can we enable dynamic 
sharing between systems by security 
measures?

� Approach: Focus on problem of sharing 
power between groups of wireless nodes

� Progress: Economic model of group self-
interest and sharing that exploits geometry 
and power-aware routing

� Future: Interoperability for negotiation

R Guha, CA Gunter, S Sarkar
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DoS Models and Countermeasures

� Problem: Current security analysis 
techniques show confidentiality and integrity, 
reducing the problem to availability: how 
should we treat availability?

� Approach: “Shared channel” for model and 
asymmetry paradigm for countermeasures

� Progress: Theory and experiments
� Future: Automated support; model and 

implementation for protection against traffic 
analysis
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State of the Art in Formal Analysis of 
Security
� Excellent progress on the 

formal analysis of integrity 
and confidentiality

� Algebraic techniques 
catch bugs quickly and 
can be automated

� Many successful case 
studies with practical 
protocols

� Complexity-theoretic 
techniques provide 
more complete proofs

� Techniques are being 
derived to unify these

� Modest progress on the 
formal study of availability

� Limited formal models
� Too conservative
� Not realistic

� Insufficient 
nomenclature

� No automation
� Few case studies or 

experimental 
validations

� Fragile linkage to 
implementations
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Toward Formal Analysis of DoS

� Shared Channel Model
� Case study: DoS protection for authenticated 

broadcast.
� Selective bin verification for X.509

� Asymmetry Paradigm
� Case study: TCP.

� Composition and testing of DoS-resistent protocols.
� Case study: Layer three accounting (L3A).

� Unified algebraic model.
� Probabilistic term rewriting.

C Gunter, S Khanna, K Tan, S Venkatesh

M Delap, M Greenwald, C Gunter, S Khanna, J 
Meseguer, K Sen, P Thati, Y Xu

A Goodloe, C Gunter, 
MO Stehr

G Agha, M Greenwald, C Gunter, S 
Khanna, N Kumar, J Meseguer, K 

Sen, P Thati

C Gunter, S Khanna, M 
Sherr, S Venkatesh
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Selective Sequential Verification

� The signature stream is vulnerable to 
signature flooding: the adversary can devote 
his entire channel to fake signature packets

� Countermeasure: 
� Valid sender sends multiple copies of the 

signature packet
� receiver checks each incoming signature 

packet with some probability (say, 25% or 1%)
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Attack Profile
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Selective Verification
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Selective Verification
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Selective Verification is Very 
Effective
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Experimental validation:
Successful connections vs. attack rate

� Attack rate in 
SYNs/sec received 
at server

� Graph shows 
successful 
connections per 
450 threads

� Defenseless kernel: 
>6 SYNs/sec shuts 
out clientA
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Future Work: Toward Formal Analysis 
for Interoperable Security
� Algebraic treatment of security protocols well 

developed.  Illustrations in 
� UIUC work on Maude for MSR
� Penn/UIUC formal simulations of L3A

� Formal analysis of probabilistic properties are 
improving.  Illustrations in work on UIUC tool suite.

� New work on P-Maude explores connections 
between these areas
� Current study for models of DoS counter-measures

� Future study will improve performance and expand 
scope
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Future Work: Challenge Problem

� Create and analyze a network architecture 
with a full range of protections
� Formulation of requirements: 

� CIA + protection against traffic analysis
� Key infrastructure

� Design of protocols
� Formal treatment of all protocols and their 

interaction
� Implementation from formal specification
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Summary

� Progress
� Models (eg. shared 

channel)
� Illustrations of tools (eg. 

Maude for tunnel 
configuration)

� Security 
countermeasures (eg. 
selective verification)

� Protocols (eg. L3A)
� Prototype software (eg. 

WSEmail)
� Experiments (e.g. 

authenticated broadcast)

� Future
� Abstraction layer for 

tunnel configuration
� Protection from traffic 

analysis
� Automated probabilistic 

analysis of DoS
� Interoperability and 

formalisms for security 
policy negotiation
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The End
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Bonus Slides

� Two slides about L3A and the Maude model 
of Ipsec and L3A are included here even 
though they were not used in the 
presentation.
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L3A Protocol  Overview

Client
NAS Server

Req(cred)

Ack(cred)

Fin

SPD C���� S:(C���� N)

SPD C->S:(C->N)

SPD S���� C:(S���� N) 

SPD:S���� C:(S���� N)
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Security Assoc
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