
���������
	�	
��
����������������
����� �
� !��#"$�

RepresentingtheMSRCryptoprotocol
Speci�cationLanguagein anExtensionof
Rewriting Logic with DependentTypes
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Abstract

Thispaperpresentsashallow andhenceef�cient embeddingof thesecurityprotocolspec-
i�cation languageMSR into rewriting logic with dependenttypes,aninstanceof theopen
calculusof constructionswhich integrateskey conceptsfrom equationallogic, rewriting
logic, andtypetheory. MSR is basedon a form of �rst-order multisetrewriting extended
with existentialnamegenerationanda �e xible type infrastructurecenteredon dependent
typeswith subsorting.This encodingis intendedto serve asthe basisfor implementing
anMSRspeci�cationandanalysisenvironmentusingexisting �rst-order rewriting engines
suchasMaude.

1 Intr oduction

MSRoriginatedasa simplelogic-orientedlanguageaimedat investigatingthede-
cidability of protocolanalysisundera varietyof assumptions[8]. It evolved into
a precise,powerful, �e xible, andstill relatively simpleframework for thespeci�-
cationof complex cryptographicprotocols,possiblystructuredasa collectionof
coordinatedsubprotocols[3,5]. It usesstrongly-typedmultisetrewriting rulesover
�rst-order atomicformulasto expressprotocolactionsandrelieson a form of ex-
istentialquanti�cation to symbolicallymodel the generationof noncesandother
freshdata. Dependenttypesarea usefulabstractionmechanismnot available in
otherlanguages.For instance,thedependency of public/privatekeysontheirowner
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Figure1. Architectureof theEmbeddingof MSR into Rewriting Logic

canbenaturallyexpressedat thetypelevel. Finally, MSRsupportsanarrayof use-
ful staticchecksthatincludetype-checking[4] anddataaccessveri�cation [6].

Thiswork outlinesanencodingof thecoreof MSRinto rewriting logic (RWL),
to be morepreciseinto its extensionwith dependenttypes(RWLDT). Rewriting
logic [11] drawson theobservationthatmany paradigmscannaturallybecaptured
by conditional rewriting modulo an underlyingequationaltheory, the theory of
multisetsbeing a particularly importantcasefor the speci�cation of concurrent
systemsandprotocols.Recentlya combinationof equationallogic andrewriting
logic with dependenttypeshasbeenstudiedin [14] underthenameopencalculus
of constructions(OCC).In thispaperweshow thata restrictedpredicative instance
of OCC,thatwecall rewriting logic with dependenttypes(RWLDT), canbeusedto
representtypedMSR speci�cationsin a waywhichpreservesall typeinformation.
RWLDT doesnot natively supportthe expressionof existentialnamegeneration:
ourencodingimplementsit with counters.Moreover, ensuringtheexecutabilityof
theresultingcoderequiredsomecare.

ComposingthemappingfromMSRintoRWLDT with amappingfromRWLDT
into RWL, whichhasalreadybeenimplementedaspartof theOCCprototype[14],
weobtainanencodingfrom MSRinto RWL, whichcanserveasthebasisof anex-
ecutionenvironmentfor MSR in a RWL-basedlanguagesuchasMaude[9]. This
two-level approach,which is summarizedin Figure1, hassomeadvantagesovera
directmappinginto RWL. The �rst is modularityandseparationof concerns:the
mappingfrom MSR into RWLDT is only concernedwith thedynamics(givenby
therules)but preservesthestaticpart(givenby declarations,types,andterms).The
secondadvantageis thatRWLDT seemsto be the right level for userinteraction,
becausetermsandtypescloselycorrespondto thoseof MSR. Finally, thepreser-
vationof typesandthe fact thatRWLDT is a sub-logicof OCCprovidessuitable
level of abstractionfor formal reasoning,apossibilitythatis not thesubjectof this
paper, but thatwehopeto explorein thefuture.

This work servesasthebasisfor a forthcomingprototypeof MSR,which will
eventually run on top of Maude[9]. The linguistic af�nity betweenMSR and
RWLDT allow for amuchsimplerconstructionthanadirectimplementation.Map-
ping MSR into thepopularCAPSLIntermediateLanguage[10] would have been
moredif�cult, becauseMSR hasamuchrichertyping infrastructurethanCIL.

The remainderof this paperis organizedasfollows: We introduceMSR and
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RWLDT in Sections3 and4, respectively. In Section5 wede�ne themappingfrom
MSRinto RWLDT, stateits key properties,andoutlinesomesimpleoptimizations.
It is appliedto our runningexample,the Otway-Reesprotocol,in Section6. We
concludethis paperwith a discussionof limitations, implementationaspects,and
possibleextensionsof ourapproach.First,somenotation.

2 Notation

We use x y to denotethe emptylist anda commato denotelist concatenation.We
write identi�ers rangingover lists in bold, andindicatetheir lengthwith a super-
script. Therefore,z|{ denotesa list of } elements.We will generallyomit the
lengthinformationwhenirrelevantor easilydeduciblefrom thecontext. Occasion-
ally, we write ~•z€~ for the lengthof a list z . We write z|• (or z‚{

•

) for the ƒ -th
elementof z . We abbreviateconstructionsover all elementsin a list asconstruc-
tionsover thelist itself: for example,we maywrite

p…„ †

{hq for
p…„ †ˆ‡w‰�‰�‰$†

{

q ,
and Š‹z‚{•ŒDŽ•{ for Š‹z

‡

ŒDŽ

‡w‰�‰�‰

Š‹z

{

ŒDŽ

{

.

3 The MSR Cryptopr otocolSpeci�cation Language

Thesyntaxof instancesof MSRtailoredto speci�c securityprotocolshasbeenpre-
sentedin [4,5]. Here,we will insteadconcentrateon a moreabstractsyntax,cur-
rently undergoing formalizationin [7], which allows theuserto declareoperators
suchasmessageconcatenationandencryptionratherthanhaving themhard-coded
in thelanguage.Thecoreof thesyntaxof MSR is givenin thefollowing table:

Terms
„‘•4’

Œ“Œ•” – ~

„ ’

Types — ŒLŒ•”

„

~ state ~ princ ~ msg ~™˜ –šŒ/—œ› —ž•

Kinds Ÿ ŒLŒ•” type ~™˜ –šŒ/—8›EŸ

Contexts   ŒLŒ•” ¡¢~‚ 

•

–šŒlŸ ~£ 

•

–šŒ/—

States ¤ ŒLŒ•” ¡¢~¥¤

•
„

Rules ¦ Œ“Œ•” RULE §¨Œ©Š‹z ŒDŽ

‰Qp

¤

u‹v ªD«

Œ�¬

‰

¤-•­q

Roles ® Œ“Œ•” ROLE ƒ¯ŒEŠ‹°€Œ princ
‰

ª²±

Œ/³

‰l´

~ ROLE ƒ¯Œ FOR °µŒ princ
‰

ª²±

Œ©³

‰l´

MSR is basedon �rst-order terms,that for simplicity we limit to identi�ers ( – )
andapplication.Here, – canbeeithera boundvariableor a previously declared
identi�er. For conciseness,we describeatomictypes(i.e., objectsof kind type )
asif they wereterms. Reserved atomictypesincludethe type of states(state ),
principals(princ ) andmessages(msg). Wewrite ˜ –šŒ/—œ› —

•
for adependenttype,

simplifying this syntaxinto —

v

—
•
when – doesnot occurfreein —

•
. A context

(calledsignaturein [4,5]), is a list of declarationsof termconstantsandtypefami-
lies. A stateis a comma-separatedmultisetof terms(of typestate ). We lateruse
thecommafor messageconcatenationaswell, anoverloadingthatis disambiguated
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by thesurroundingcontext. A rule relatestwo states¤ and ¤¯• . The latter canbe
pre�xedby a sequenceof existentialdeclarations(e.g.,for creatingnonces),while
othervariablesin therulewill oftenbeuniversallyquanti�ed at its head.Rolesare
nonemptysequencesof rulespre�xedby zeroor moreexistentialpredicatedecla-
rations.We assumethatMSR speci�cationssatisfya restrictedformat, wherethe
existentialpredicatesareusedto introducelocal intermediatestatesfor sequential-
izing the rules insidea role. A role hasa distinguishedowner ° , which canbe
eitheranarbitraryprincipalin genericroles, or a �x edprincipal(e.g.,aserver) for
anchoredroles, thatareintroducedby thekeyword FOR (which is notabinder).

MSR's actualsyntax,asdescribedin [4,5,7] hasotherconstructions,that we
eitherignorefor simplicity or leave out for futurework. In particular, we assume
thatMSR's nativesubtypingis emulatedby explicit coercions,thatMSR'smodule
structurehasbeenexpandedinto a single sequenceof declarations,and that all
typing informationis explicit, while MSRallowspointwisereconstruction.Simple
preprocessingor standardtechniquessuf�ce to accountfor thesediscrepancies.
In this paper, we do not treatother featuresof MSR, in particularguardedrules,
equations,anda syntacticcheckknown asdataaccessspeci�cation. They will be
thesubjectof futurework.

We will rely on the Otway-Reesauthenticationprotocol [12] to illustrate the
useof MSR. In this protocol,an initiator, ¶ , wantsto obtaina short-termsecret
key ·/¸D¹ to communicatesecurelywith a responderº . They rely on a server S,
with whombothsharelong-termsecretkeys ·<¸D» and ·h¹Q» respectively, to generate
thisnew key. The“usualnotation”for thisprotocolis asfollows:

(i) ¶

v

º¼Œh}

•

¶

•

º

•

˜�}w¸

•

}

•

¶

•

º¨›�½O¾©¿

(ii) º

v S Œh}

•

¶

•

º

•

˜�}‹¸

•

}

•

¶

•

º¨›�½K¾E¿

•

˜�}B¹

•

}

•

¶

•

ºÀ›�½#Á©¿

(iii) S v

ºÂŒh}

•

˜�}‹¸

•

·/¸D¹Ã›�½O¾E¿

•

˜�}‹¹

•

·/¸D¹Ã›�½KÁ�¿

(iv) º

v

¶ÄŒh}

•

˜�}‹¸

•

·h¸�¹Ã›�½K¾E¿

Here,¶ and º rangeoverarbitraryprincipals,S is a �x edprincipal,thekey server.
Moreover, } , }B¸ and }B¹ arenonces,freshlygeneratedvaluesaimedatavoiding the
replayof old messages.

As mentionedearlier, we assumeappropriatedeclarationsof typesotherthan
princ , state andmsg andtheir elements.For this example,we rely on the type
nonce , type familiesltK andstK (for long- andshort-termkeys, respectively),
and concatenation(overloadedas the in�x “

•

”) and encryption(written ˜ › ) as
additionalmessageconstructor. We usethestatepredicateN for representingmes-
sagesin transitonthenetwork. ThesuperscriptsÅ , Æ andÇ representcoercionsfrom
principals,noncesandshort-termkeys to messages,respectively and È denotesthe
coercionfrom long-termkeys to thesharedkeys expectedby theencryptionfunc-
tion (full MSR usessubsortinginstead).ThecompleteMSR speci�cationcanbe

4
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foundin [4]. Hereweshow only thegenericrole for theresponder( º ):

ROLE ÉÊŒ©Š‹ºËŒ princ
‰

ªDÌ

Œ�˜EºÂŒ princ › princ v nonce v nonce v

p

ltK º Sq

v state
‰

RULE ÉcÍœŒ

ÎÏ

Ï

Ï

Ð

Šw¶™Œ princ
‰

Šw}ÑŒ nonce
‰

ŠB·l¹Q»iŒ

p

ltK ºÄ¤¯q

‰

Š>–ÒŒ msg
‰

N
p

}QÓ

•

¶ÕÔ

•

º8Ô

•

–Öq

u‹v ª

}B¹×Œ nonce
‰

N
p

} Ó

•

¶ Ô

•

º Ô

•

–

•

˜�} Ó

¹

•

} Ó

•

¶ Ô

•

º Ô ›

½$Ø

Á�¿

q

•

p

Ì

º¥¶Ù}¨}B¹�·h¹Q»cq

Ú�Û

Û

Û

Ü

RULE É/ÉÊŒ

ÎÏ

Ð

Šw¶™Œ princ
‰

Šw}

•

}‹¸ÝŒ nonce
‰

Š‹Þ¼Œ msg
‰

ŠB·h¹Q»iŒ

p

ltK ºß¤àq

‰

ŠB·h¸�¹�Œ

p

stK ¶áº•q

‰

N
p

}QÓ

•

Þ

•

˜�}>Ó

¹

•

·lâ

¸�¹

›

½ Ø

Á©¿

q

• p

Ì

º¥¶Ù}¨}B¹�·h¹Q»cq

uwv N
p

}QÓ

•

ÞÊq

Ú�Û

Ü

This role is genericandhastwo ruleswhicharebothin thescopeof thequanti�ers
for º and Ì . In contrast,therolefor S wouldbeananchoredrole,sinceS is a�x ed
principal.

The operationalsemanticsof MSR [4,5] usestransitionjudgmentsthat trans-
form con�gurationsof theform xã¤Ãyåä æ . Here ¤ is anMSR state,ç is anactiveroles
setwhich collectstheactiveroles, i.e., instantiatedandpossiblypartially executed
roles,availableat thenext step,and è is anMSRdynamiccontext (calledsignature
in [4,5]), which accountsfor all the dynamicallygeneratedfreshconstantsavail-
ableto ç in state ¤ . Using a slightly richer syntaxthan[4,5] we write an active
role in the form ACTROLE ƒ¨Œ FOR ¶éŒ princ

‰

WITH
†

Œ¯³

‰ê´

(again FOR

and WITH areno binders),meaningthat it is the instanceof eithera genericrole
ROLE ƒ�ŒDŠ‹°ëŒ princ

‰

ª²±

Œ²³

‰‹´

with ° instantiatedby ¶ and ± instantiatedby
†

, or the instanceof ananchoredrole ROLE ƒžŒ FOR ¶ÂŒ princ
‰

ª²±

ŒD³

‰Q´

with
± instantiatedby

†

.
In this paperwe initially rely on two judgmentforms to describetransitions:

Givendeclarations  androles ® , the judgment 

•

®íì™x@¤Ãy

ä

æ

u‹vÙî�¾/ï ð

ñ

xã¤Ãy

älò

æ

ò

de-
notesthe full instantiation,i.e., instantiationof all outeruniversalandexistential
quanti�ers, of the role ƒ ( ¶ and

†

de�ne the particularinstantiation). We write
 

•

®Âìóxã¤-yôä æ

uwvÙõ
¾/ï ð

ñ

ï ö

xã¤
•

yNä

ò

æ

ò

to denotea transitionresultingin theapplicationof a
rule § from theactive role ƒ (theinstancewith ¶ and

†

), followedby theremoval
of the active ƒ if it hasbeenfully executed.If oneof thesetransitionscanbe de-
rivedwe simply write  

•

®€ì÷xã¤Ãy
ä
æ

uwv

î4ø õ

x@¤Ã••y
ä

ò

æ

ò

. Therulesfor a marginally more
abstractversionof this semanticscanbefoundin [4,5].

4 Rewriting Logic with DependentTypes

The opencalculusof constructions(OCC), from which we derive the rewriting
logic with dependenttypes(RWLDT) by instantiationandrestriction,is a family
of typetheoriesthatareconcernedwith threeclassesof terms:elements, typesand
universes. Typesserve asanabstractionfor collectionsof elements,anduniverses

5
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asanabstractionfor collectionsof types.
OCC is parameterizedby OCC signaturesde�ning the universestructure. In

this paperwe usea �x ed signatureèù”

påú�•

Type
•

Œ

•#ûÝ•�ü

q with predicativeuni-
verses

ú

”ë˜ Type
•

Type
‡

•

Type ý

•�‰�‰�‰

› , which form a cumulative predicative hier-
archy. This meansthat we have Type Œ Type

‡

Œ Type ý

‰�‰�‰

, a subtypingrelation
Type

ü

Type
‡

ü

Type ý

‰�‰�‰

(alsocalledsubuniverserelation),and
pÿþ/•
þ

•

•4þ���þ

•Hq��

û

for all
þ/•
þ

• �

ú

, where
�

denotestheleastupperboundw.r.t.
ü

.
�

Theformal systemof OCCis designedto make senseunderthepropositions-
as-typesinterpretation, wherepropositionsareinterpretedastypesandproofsare
interpretedaselementsof thesetypes.Sincein OCCthereis noapriori distinction
betweentermsandtypes, andfurthermorebetweentypesandpropositions, we use
all thesenotionssynonymously.

OCChasthestandardconstructsknown from puretypesystems(cf. [1,14,15])
anda few additionalones.An OCCtermcanbeoneof the following: a universe

þ

, a variable – , a typed � -abstraction x – Œ>¤Ãy

„

, a dependentfunctiontype ˜ – Œ

¤ › — , a type assertion
„

Œ�— , an � -construct �8¶ to denotean irrelevant proof
of a proposition ¶ , a propositionalequality

„

”

’

, or oneof three�a vors of
operational propositions, written as ~ô~E¶ , ���l¶ , or 	
	 ¶ . Hereandin following we
usuallyuse

„

,
’

, ° , � , ¤ , — , � , 
 , ¶ , and º to rangeover OCC terms,and
– , Þ , � to rangeover names.Operationalpropositionscaneitherbe structural
propositionsdesignatedby ~ô~ , computationalpropositionsdesignatedby ��� , or an
assertionalpropositionsdesignatedby 	
	 . Subsequently, we use � to rangeover
thesethree�a vors ˜²~ô~

•

���

•

	
	�› .
OCCcontextsarelistsof declarationsof theform –éŒh¤ . Theemptycontext is

writtenas x y . Typically, weuse � to rangeoverOCCcontexts.
An OCCspeci�cationis simply anOCCcontext � in this paper. Sucha spec-

i�cation can introducerewrite predicatesby declarationsof the form ç Œœ˜EÞ Œ

¤ ›h˜EÞ
•

Œ<¤ ›ê—

v Type . Theideais thateachrewrite predicatecanberegardedasa
labeledtransitionsystem,whichcanbeexecutedin averysimilarwayasrewriting
logic speci�cations.Notethat ç ŒV˜EÞëŒw¤ ›h˜EÞ •`Œw¤ › —

v Type is thedeclaration
of a ternarypredicateç where ¤ is thetypeof statesand — is thetypeof actions,
which couldrangefrom atomiclabelsto rewrite proofs,dependingon therequire-
mentsof theapplication.In thecasewherethetype — doesnot dependon Þ and

Þ
• , thisdeclarationtakestheform ç Œ<¤

v

¤

v

—

v Type .
Sinceweareworkingwith apredicativeinstanceof OCC,it is entirelystraight-

forward to de�ne a model-theoreticsemanticsbasedon classicalset theorywith
suitableuniverses[14]. Theappropriatelevel of abstractionfor this paperis, how-
ever, theoperationalsemantics,which is givenby theformal systemof OCC. It is
a directgeneralizationof theoperationalsemanticsof rewriting logic [11] andits
membership-equationalsublogic[2] asimplementedin Maude[9].

�

Theeffectof thischoiceof � , astandardparameterfor puretypesystems[1], is thatfor arbitrary
types ����� (in a context � ) and ������� (in a context � �"!#��� ) with �$�%���'&)( we canform the
dependenttype *+!��,�.-/�0�$�

� � (in � ) for �
� �21

�43��
� .
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Theformal systemof OCC de�nes derivability of OCCjudgments�áì65 and
hasbeenshown to besoundw.r.t. theset-theoreticsemantics[14]. For brevity we
only give an informal explanationof all judgmentsandtheir intuitive operational
meaning.

7 Thetypeinferencejudgment�Ýì

„

v

Œ<¤ assertsthattheterm
„

is anelement
of the inferred type ¤ in the context � . Operationally, � and

„

aregivenand
¤ is obtainedby syntax-directedtype inferenceand possiblereductionusing
computationalequationsmodulothestructuralequationsof � .

7 The typing judgment �ùì

„

Œ8¤ assertsthat
„

is an elementof type ¤ in
the context � . Operationally, � ,

„

and ¤ aregivenandverifying �‚ì

„

Œ`¤

amountsto type checking. Type checkingis alwaysreducedto type inference
andtheveri�cation of anassertionalsubtypingjudgment.

7 The structural equality judgment�™ì ~ô~

p…„

”

’

q is usedto expressthat
„

and
’

areconsideredto bestructurallyequalelementsin thecontext � . Oper-
ationally, structuralequalityis realizedby a suitabletermrepresentationsothat
structurallyequaltermscannotbe distinguishedwhenthey participatein com-
putations.

7 The computationalequality judgment �Ëì8���

pÿ„

”

’

q is the judgmentthat
de�nes the notion of reductionfor the simpli�cation of terms. The judgment
statesthat the element

„

can be reducedto the element
’

in the context � .
Operationally, � and

„

aregivenand
’

is the resultof reducing
„

usingthe
computationalequationsin � modulothestructuralequationsin � .

7 The assertionaljudgment�Äì9	
	 ¶ statesthat ¶ is provableby meansof the
operationalsemanticsin the context � . Operationally, � and ¶ aregiven and
the judgmentis veri�ed by a combinationof reductionusingthecomputational
equationsandexhaustivegoal-orientedsearchusingtheassertionalpropositions
in � . Bothprocessestakeplacemodulothestructuralequationsin � .

7 The assertionalequality judgment�‘ì:	
	

p…„

”

’

q statesthat
„

and
’

are
assertionallyequalin � , anotionthattreatsequalityasapredicateandsubsumes
the structuralandcomputationalequality judgments.Operationally, � ,

„

and
’

aregiven andthe judgmentis veri�ed like otherassertionaljudgmentsin a
goal-orientedfashion.

7 Theassertionalsubtypingjudgment�£ì;	
	

p

¤

ü

— q subsumestheassertional
equalityjudgmentandstatesthat ¤ is a subtypeof — in � asa consequenceof
thecumulativity of theuniversehierarchy. Operationally, � , ¤ and — aregiven
andthe judgmentis veri�ed like otherassertionaljudgmentsin a goal-oriented
fashion.

7 The computationalrewrite judgment �ëì<���

p

ç

„ „

•-° q expressesthat by
meansof thecomputationalrewrite rulesspeci�ed in � for therewrite predicate

ç theelement
„

canberewritten to theelement
„

•
andthis rewrite is labeled

by theelement° . Operationally, � and
„

aregivenand
„

• is computedby the
applicationof a computationalrewrite rule in � modulothecomputationaland

7
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structuralequationsin � . In addition,an abstractwitness ° for this rewrite is
constructed.

By �xing the signatureat the beginning of this section,we have introduced
a particular instanceof OCC. For the purposeof this paperwe further restrict
this instanceby requiringthatspeci�cationsusea unique�x edrewrite predicateR
which is declaredasR Œ<¤

v

¤

v

—

v Type . Theideais thatthis ternaryrewrite
predicatepreciselycorrespondsto thelabeledrewrite relationof rewriting logic. To
remindus of this correspondencewe refer to this restrictedsublanguageof OCC
in the following asrewriting logic with dependenttypes(RWLDT). = SinceR is
unique,we canusetheusualnotation x °œyžŒ

„ > ’

insteadof the lessintuitive
p

R
„ ’

° q . Similarly, we use �÷ì;���>x ° yêŒ

„ > ’

to denotethecorresponding
computationalrewrite judgment.

5 Mapping MSR to RWLDT

In thissectionwegiveaprecisede�nition of ourmappingfrom MSRinto RWLDT.
Thetranslationsof kinds,types,terms,andstatesareverydirect.Thetranslationof
rolesandrulesmayappearsomewhattechnical,but theunderlyingideais simple.
To make it betteraccessibleto the readerwe introducethe mappingof rolesand
rulesin threesteps:In Sections5.1–5.3, we give aninitial mappingthat is correct
in a ratherobviousway, andthenwe dealwith somede�cienciesof this mapping
in two furtherstepsin Sections5.4 and5.5. The resultis a mappingwhich is not
only correctbut ensuresexecutability of the resultingRWLDT speci�cation (in
the senseof ordinaryrewrite systems).It furthermoreavoids the introductionof
any super�uousintermediatestatesthat would leadto unnecessaryinef�ciencies,
especiallyif weusetheresultof thetranslationfor symbolicstatespaceexploration.

5.1 Initial Context

TheMSRmultisetunionconstructswill betranslatedto anordinaryRWLDT func-
tion union . To thisend,wede�ne ƒÿ}wƒ@?�ƒ%ACB D$E�}4?GF,H�? asanOCCcontext thatcontains
thefollowing declarations.

Therearethestructuralaxiomsfor multisets:
state Œ Type ,
empty Œ state ,
union Œ state v state v state ,
union_comm ŒB~ô~�˜ –

•

Þ¼Œ state ›

p

union –ÂÞ q¯”

p

union Þ8–Ñq

•

union_assoc ŒB~ô~�˜ –

•

Þ

•

�ßŒ state ›

p

union
p

union –ëÞ q+� q ”

p

union –

p

union Þ9� q#q

•

union_id ŒB~ô~�˜ –ÒŒ state ›

p

union empty –Ñq¯”‚–

‰

I

Comparedwith [14] we have omittedassertionalrewrite judgmentsin our presentationof OCC,
becausewe do notneedrewrite conditionsin this paper. Suchconditionsareadmittedin RWL and
hencein themostgeneralversionof RWLDT.

8
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Theinitial context alsocontainsthefollowing declarations,which we describe
only intuitively. Theirpurposewill becomeclearaswe lay out thetranslation.

7 princ Œ Type , msg Œ Type . Thetypesof principalsandmessages,respectively.
7 T ƒN§ Œ princ v

³

v state . For eachrole ƒ with existentialquanti�er types ³

andwith a rule § , a token
p

T ƒô§ ¶

†

q will beusedto representthefactthatrole ƒ

hasbeeninstantiatedwith values¶ and
†

.
7 nat Œ Type , and0 Œ nat andS Œ nat v nat . Naturalnumbersareusedto index

freshsymbols,i.e.,symbolsthathavenotbeenusedin thepast.
7 F Œ nat v state . As aninvariantof our representationthereis a unique

p

F
’

q

thatholdsthenext availablefreshindex
’

.
7KJ


éŒ nat v


 . For eachtype 
 which canbe generated,this function allows
us to index (someof) its elementsby naturalnumbers,a way to generatefresh
symbolsof this type.

7 E Œ ˜ —íŒ Type › —

v state . The term
p

E —

„

q expressesthe fact that
„

is
an elementof type — , aspart of the state. We will usethis predicateonly in
Section5.4.

7 act Œ Type , AƒÕŒ act for eachrole ƒ , andAƒô§�Œ act for eachof its rules § . These
constantsareusedto labeltherewrite rulesresultingfrom thetranslation.

5.2 TranslatingKinds,Types,Terms,States,andContexts

For thefollowing weassumethatMSRspeci�cationsdonotusenamesintroduced
by ƒ…}‹ƒ"?�ƒLAMB DNEE} ?GF,H�? other than state , princ and msg. We also assumethat all
declaredandboundvariablesaredistinct. This allows a clearpresentationof the
main ideaswithout worrying aboutrenamingandcapturing. We thende�ne the
translationof MSRkinds,types,states,andcontextsasfollows:

7PORQTS U

p

type q¯” Type
V"WYX�Z

p

˜ –šŒ/—œ›EŸÖq ” ˜ –šŒ

V@W[X�Z

p

— q4›

ORQTS U

p

ŸÖq

7

V"WYX�Z

p

–Ñq ”|–

V"WYX�Z

p

state q¯” state
V"WYX�Z

p

princ q¯” princ
V"WYX�Z

p

msgq¯” msg
V"WYX�Z

p

—

„

q¯”

p

V"W[X�Z

p

— q

V\ZN]Y^

pÿ„

qKq

V"WYX�Z

p

˜ –šŒ/—œ› —
•

q ” ˜ –šŒ

V@W[X�Z

p

— q
›

V"WYX�Z

p

—
•

q

7

V_ZN]N^

p

–Ñq ”‚–

V_ZN]N^

pÿ„ ’

q¯”

p

V_ZN]Y^

p…„

q

V_ZN]N^

p…’

q#q

7P`

V%abV\Z

p

¡­q ” empty
`

V%abV\Z

p

¤

•

¤Ã•Hq¯”

p

union `

V%abV_Z

p

¤¯q

`

VLabV_Z

p

¤-•­q#q

`

V%abV\Z

pÿ„

q¯”

V_ZN]Y^

p…„

q

7dc[e
S

V_Z/fgV

p

¡­q ”|ƒ…}‹ƒ"?�ƒLAMB DNEE} ?GF,H�?

c[e
S

V_Z/fgV

p

 

•

–íŒlŸÖq¯”

c[e
S

V_Z/fgV

p

 ¨q

•

–íŒ

ORQTS U

p

ŸÖq

9
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c[e S

V_Z/fgV

p

 

•

–íŒ/— q ”

c[e S

V\Z/fgV

p

 ¨q

•

–šŒ

V"WYX�Z

p

— q .

Subsequently,
p

union
p

¤

‡
•�‰�‰�‰�•

¤

{

q#q abbreviates
p

union ¤

‡ p

union
p

¤

ý

•�‰�‰�‰�•

¤

{

qKq#q , and
p

union
p

q#q abbreviatesempty . We alsorefer to this termasthe formal
multisetof ¤

‡
•�‰�‰�‰�•

¤

{

.
Theadequacy of this translationis expressedby thefollowing theorem:

Theorem 5.1 If   is a well-typedMSRcontext then:

(i) If Ÿ is anMSRkind, then
 ¼ì�Ÿë·cƒÿ}.h in MSR iff c[e S

V\Z/fgV

p

 ¨q ì

ORQTS U

p

ŸÖq Œ Type
‡

in RWLDT.

(ii) If in addition  €ì�Ÿë·cƒ…}ih and — is anMSR type,then
 ¼ìn—ÄŒlŸ in MSR iff c[e S

V_Z/fgV

p

 ¨q ì

V"WYX�Z

p

— q Œ

ORQTS U

p

ŸÖq in RWLDT.

(iii) If in addition  €ì�—¥ŒlŸ and
„

is anMSR term,then
 ¼ì

„

Œ/— in MSR iff c[e S

V_Z/fgV

p

 ¨q ì

V_ZN]Y^

p…„

q Œ

V@W[X�Z

p

— q in RWLDT.

(iv) If ¤ is anMSRstate,then
 ¼ì ¤ Œ state in MSR iff c[e

S

V\Z/fgV

p

 ¨q ì

`

VLabV_Z

p

¤àq Œ state in RWLDT.

Furthermore,  is well-typedif f c[e
S

V_Z/fgV

p

 ¨q is well-typed.

Proof Sketch. First of all, it is straightforwardto verify thateachMSR inference
rule [7] canbe simulatedby oneor moreinferencerulesof RWLDT [14]. As a
consequence,the

>

directionof theequivalences(i)–(iv) holds.
To dealwith the moreinterestingj directionof theseequivalences,we �rst

observe that several featuresof RWLDT arenot relevant for the purposeof this
proof. Our representationdoesnotexploit higheruniverses(beyondType k ) or uni-
versesubtypingin any essentialway(theonly useof Type

‡

in our representationis
to serveasatypeof kinds).Both,computationalequationsandassertionalproposi-
tionsof RWLDT arenotused.Structuralequationsareonly usedto representMSR
states(multisets)andthey areusedin sucha way that they preciselyrepresentthe
MSR syntax. Thecomputationalrewrite axiomsof RWLDT do not have any im-
pacton typechecking,so they canbe ignoredhere.Anothermajorsimpli�cation
is thatMSR andhencetherepresentationin RWLDT doesnot use � -abstractions,
andthetypeassertionsandthe � -operatorof RWLDT arenotusedeither. As acon-
sequence,many of the inferencerulesof RWLDT [14] canbe ignoredor reduced
to trivial cases,becausethey cannothave beenusedin the RWLDT derivationor
have only beenusedin a trivial form. For instance,without � -abstractionsand
computationalequationsthecomputationalequalityreducesto structuralequality.
Without assertionalpropositions,inferencerulesfor assertionalpropositionsother
thanassertionalequalityandassertionalsubtypingare super�uous. Without the
useof higheruniverses,assertionalsubtypingcoincideswith assertionalequality
which reducesto structuralequalityand l -conversion.Now it is easyto verify the

j directionof (i)–(iv) by simulatingeachinferenceruleof thesimpli�ed RWLDT
usinginferencerulesof MSR [7]. A slight remainingdif�culty is to overcomethe
gapbetweenimplicit l -conversionin MSR andexplicit l -conversionin RWLDT
(including its moregeneralnotion of context), but the proof techniquesfor pure

10
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typesystemsusedin [15] canbeeasilyadaptedto oursimplesetting.
Finally, theproof that   is well-typedif f c[e S

V\Z/fgV

p

 ¨q is well-typed,canbedone
by inductionover thelengthof   usingthepreviousstatements. m

It is importantto note that this theoremdoesnot imply that eachwell-typed
RWLDT termin thecontext c[e S

V\Z/fgV

p

 ¨q is a representationof anMSR term,type,
or kind. For instance,acounterpartof theRWLDT typeType v Type Œ Type

‡

does
not exists in MSR. Similarly, we coulduse � -abstractionsandotherconstructsin
RWLDT, but they donothavecounterpartsin MSR. In fact,therestrictedsyntaxof
MSR andour representationcarvesout a sublanguageof RWLDT, andonly terms
in this sublanguageareusedinside the operationalsemantics.The speci�cation
itself, however, requiresconstructssuchasstructuralequationsandcomputational
rewrite axioms,whichareoutsideof this sublanguage.

5.3 TranslatingRolesandRules

To furthersimplify thepresentation,weassumethattheidenti�er of the ƒ -th role is
ƒ andtheidenti�er of its § -th rule is § . We thende�ne thetranslationof MSR roles
andrulesasfollows(using ® and ® • to rangeoverrolesequences):

7

]

eRn

Z

`

p

¡­q ”€x y .
]

eRn

Z

`

p

ROLE ƒ FOR ¶™Œ princ
‰

ª²±

Œ/³

‰l´

q ”

Rƒ¯Œ

]

eRn

Z

p

ƒ

•

¶

•

ª²±

Œ/³

‰l´

q .
]

eRn

Z

`

p

ROLE ƒ¯Œ©Š‹°µŒ princ
‰

ª²±

Œ/³

‰l´

q¯”

Rƒ¯ŒD˜E°µŒ princ ›

]

eRn

Z

p

ƒ

•

°

•

ª²±

Œ/³

‰l´

q .
]

eRn

Z

`

p

®

•

®
•

q ”

]

eRn

Z

`

p

®Êq

•

]

eRn

Z

`

p

®
•

q .
7

]

eRn

Z

p

ƒ

•

°

•

ª²±

Œ/³

‰h´

{

q¯”

˜2�

•

�
•

Œ nat ›h˜

±

Œ

V"W[X�Z

p

³ q
›[o

]�Z

`[p

p

�

•

±

•

³

•

�
•

q

v

x Aƒ…yVŒ

p

F � q

> p

union
p#p

T ƒ#Í °

±

q

•�‰�‰�‰�•�p

T ƒ…} °

±

q

p

F �
•

q#qKq

•

]Yq

n

Z

p

ƒ

•

°

•

±

•

³

•$´

{

‡

q

•�‰�‰�‰�•

]Yq

n

Z

p

ƒ

•

°

•

±

•

³

•4´

{

{

q .
7

]Yq

n

Z

p

ƒ

•

°

•

±

•

³

•

RULE §¨ŒEŠ‹z ŒDŽ

‰<„

uwv ªD«

ŒD¬

‰l’

qà”

Rƒô§iŒD˜E°µŒ princ ›h˜2�

•

�
•

Œ nat ›h˜

±

Œ

V@W[X�Z

p

³Àq
›

˜Ez Œ

V"WYX�Z

p

Ž�q
›h˜

«

Œ

V@W[X�Z

p

¬Öq
›[o

]�Z

`[p

p

�

•

«

•

¬

•

�
•

q

v

x Aƒô§/yVŒ

p

union
pKp

T ƒô§8°

±

q

• p

F � q

•

`

V%abV\Z

pÿ„

qKq#q

>

p

union
pKp

`

V%abV\Z

p…’

q

•�p

F �
•

q#qKq#q

‰

7

o

]�Z

`[p

p

�

•

«sr

•

¬

r

•

�
•

q¯”

«

r

‡

”

J

¬

r

‡

p

� q#q

•

«

r

ý

”

J

¬

r

ý

p

S
p

� qKq

•�‰�‰�‰�•

«sr

r

”

J

¬

r

r

p

SrNt

‡

p

� qKq

•

�
•

” Sr

p

� q .

In thelastequationweassumethatfor type 
 thereis aninjectionwith thesame
name J


€Œ nat v


 , adeclarationthatneedsto beincludedin ƒÿ}‹ƒ"?�ƒLAMB DNE�}4?GF,H�? .
Above we use ¶

‡�•�‰�‰�‰�•

¶

{

v

º to abbreviate ¶

‡

v

‰�‰�‰

v

¶

{

v

º , which
heremeansthat ¶

‡�•�‰�‰�‰�•

¶

{

areconditions.It shouldalsobenoted,however, that
theuseof conditionshereis not essential,becausethey areall of the form ÞÊ”u�

andhencecantrivially beeliminated.Weonly useconditionsfor betterreadability
andto maintainamoredirectcorrespondenceto theMSRsyntax.
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Theideabehindthede�nition of
]

eRn

Z

is thatit mapseachMSRrole ƒ to several
RWLDT rewrite axioms:Thereis onerewrite axiomlabelledAƒ , representingthe
instantiationof thisrole. In addition,thereis onerewrite axiomlabelledAƒN§ (gener-
atedby

]Yq

n

Z

) for eachof its rules§ . The�rst axiomAƒ , apartfrom thegenerationof
freshtermsneededfor thenew instance,generatestokens

p

T ƒKÍ-°

±

q

•�‰�‰�‰�• p

T ƒ…}Ê°

±

q ,
representingthefactthatnoneof therulesof thisrolehavebeenexecutedyet. Each
of theremainingaxiomsAƒô§ simulatesthecorrespondingMSR rule § , sothateach
applicationof aruleremovesits correspondingtoken.ThisrealizestheMSRpolicy
thatrulesof active rolescanonly beexecutedonce.

Thefollowing lemmaexpressesthatthegenerationof freshsymbolsis correctly
representedin RWLDT.

Lemma 5.2(FreshnessInvariance) Let
p

 

•

®Êq be an MSR speci�cation. The
representationin RWLDT maintainsthe following invariant: If thereis a termof
theform

p

F
p

S
{

0 qKq in theRWLDT stateandno otheroccurrenceof F thenfor each
· (including v ) theterm

p

S
{xw

½

0 q , andconsequently


p

S
{xw

½

0 q , is fresh,i.e., it does
notoccurin any otherpartof thestate.

Proof Sketch. Canbe directly veri�ed asan inductive invariant for eachof the
RWLDT rewrite axiomsin our representation,usingour earlierassumptionon the
initial context that0 andS arenotusedin theMSRspeci�cation. m

To expresstherelationshipbetweenMSRandits representationwealsoneeda
representationof dynamicentitiessuchasactive roles:

7

a

c

V"]

eRn

Z

`

p

¡ q ” empty .
a

c

V"]

eRn

Z

`

p

ACTROLEƒ¯Œ FOR ¶™Œ princ
‰

WITH
†

Œ/³

‰l´

q ”

theformalmultisetof all
p

T ƒô§ ¶

†

q s.t.
´

containsrule § .
a

c

V"]

eRn

Z

`

p

ç

•

ç •­q¯”

p

union
a

c

V@]

eRn

Z

`

p

çœq

a

c

V"]

eRn

Z

`

p

ç •­q#q ,
whereç and ç

• rangeoveractiverolesets.

RecallthatACTROLEƒàŒ FOR ¶ˆŒ princ
‰

WITH
†

Œh³

‰c´

is theform of anac-
tiverole, i.e.,onethathasbeen(fully) instantiatedandpossiblypartiallyexecuted.
Thefact that theactive role setcontainsanactive role of this form correspondsto
thefactthatfor eachrule § of theactive role (i.e.,a rule thathasnotbeenexecuted
yet) theterm

p

T ƒô§œ¶

†

q is partof thedistributedstatein therepresentation.
Thesubsequenttheoremjusti�es theuseof representationsof MSR con�gura-

tionsof aparticularform in all theremainingtheorems.

Theorem 5.3(RepresentationInvariance) Let
p

 

•

®Êq beanMSR speci�cation.
If c[e

S

V_Z/fgV

p

 ¨q

•

]

eRn

Z

`

p

®Êq�ìy��� xã° y•Œ

„ > „

• and
„

is a representationof an
MSR con�guration, i.e., of the form

p

union
p#p

F
p

S
{

0 qKq

•

`

V%abV\Z

p

¤¯q

•

a

c

V@]

eRn

Z

`

p

çœqKq#q

for some } , someMSR state ¤ , andsomeMSR active role set ç , then
„

• is a
representationof anMSRcon�gurationaswell.

Proof Sketch. Again this is aninductive invariantthatobviouslyholdsfor eachof
theRWLDT rewrite axiomsin our representation. m

For theproofof themaintheorem,weneedthefollowing lemma.
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Lemma 5.4(RepresentationUniqueness) Let
p

 

•

®Êq bean MSR speci�cation.
TheneachMSR active role set ç reachablein theoperationalsemanticsof MSR
canbeuniquelyreconstructedfrom its representation

a

c

V"]

eRn

Z

`

p

çœq .

Proof Sketch. Observe that active role setscan containonly elementsthat can
actuallybeobtainedby (full) instantiationof known rolesfollowedby removal of
someof its rules(afterthey areexecuted).We needto considertwo cases:

(i) If thereis at leastonetoken(left) that representstheactive role, thenthis to-
kencarriesthefull information,namely ƒ , ¶ , and

†

, to determinethe initial
role instance.Unfortunately, we needto arguethat togetherall tokensof the
form

p

T ƒN§ ¶

†

q uniquelydeterminetherulesof thisactive role, i.e., therules
that still needto be executed.Theonly potentialsourceof confusionis that
therepresentationmaycontainseveral instancesof thesameactive role ƒ ex-
ecutingconcurrentlywith the samevalues¶ and

†

. Since
†

is generated
freshtheconfusioncanonly occurif

†

is theemptylist, i.e., whentherole
doesnot have any existentialquanti�ers. Becauseof therestrictedformatof
MSR speci�cations(existentialpredicatesareusedto sequentializethe rules
insidea role) thismeansthattherolecanonly haveasinglerule,andhenceit
canbein only onestate,namelythestateafterit hasbeeninstantiatedbut not
executed.

(ii) In casethereis notoken(left) thatrepresentstheactiverole,therolemusthave
beenfully executed,andhenceby de�nition of our operationalsemanticsfor
MSR it cannotbepartof theactive role set. Hence,againits contribution to
theactive rolesetis uniquelydetermined. m

Lemma 5.5 Let
p

 

•

®•q beanMSRspeci�cation,let ¤ , ¤
•
beMSR states,andlet

ç , ç
•
be MSR active rolessets. Thenfor all }

•

· we have the following equiva-
lences:
ThereareMSR contexts è

{

•

è
•

{xw

½ s.t.  

•

®ˆì×xã¤ÃyNä
æ

uwv
îO¾/ï ð

ñ

xã¤
•

yNä
ò

æ

ò

if f
c[e

S

V\Z/fgV

p

 ¨q

•

]

eRn

Z

`

p

®Êqàìz����x Aƒ6yVŒ

p

union
pKp

F
p

S
{

0 qKq

•

`

V%abV\Z

p

¤¯q

•

a

c

V@]

eRn

Z

`

p

çœq#qKq

>

p

union
pKp

F
p

S
{{w

½

0 qKq

•

`

V%abV_Z

p

¤
•

q

•

a

c

V"]

eRn

Z

`

p

ç
•

q#qKq

•

ThereareMSR contexts è

{

•

è
•

{xw

½ s.t.  

•

®ˆì×xã¤ÃyNä æ

uwv
õ>¾/ï ð

ñ

ï ö

xã¤
•

yôä

ò

æ

ò

if f
c[e

S

V\Z/fgV

p

 ¨q

•

]

eRn

Z

`

p

®Êq¯ìz����x Aƒô§/yVŒ

p

union
pKp

F
p

S
{

0 qKq

•

`

V%abV\Z

p

¤¯q

•

a

c

V@]

eRn

Z

`

p

çœq#qKq

>

p

union
pKp

F
p

S
{{w

½

0 qKq

•

`

V%abV_Z

p

¤
•

q

•

a

c

V"]

eRn

Z

`

p

ç
•

q#qKq

‰

In bothstatementswe identify termsthatarestructurallyequalin c[e
S

V_Z/fgV

p

 ¨q .

Proof Sketch. First, anobservationthatsimpli�es theproof of bothstatementsof
thelemma:Wecanverify usingthepreviouslemmathat

p

union
p#p

F
p

S
{

0 qKq

•

`

V%abV_Z

p

¤¯q

•

a

c

V@]

eRn

Z

`

p

çœqKq#q

canonly representtheMSR state¤ , theMSR active role set ç , andhenceonly an
MSRcon�guration x@¤Ãy

ä
æ for somedynamiccontext è . Similarly,

p

union
p#p

F
p

S
{xw

½

0 q#q

•

`

VLabV_Z

p

¤Ã•Hq

•

a

c

V@]

eRn

Z

`

p

ç •“qKq#q

canonly representacon�guration x@¤ •@y
ä

ò

æ

ò

againfor somedynamiccontext è • .
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To prove the �rst equivalenceof the lemma,note that the left-handside ex-
pressesthat role ƒ is instantiatedfor someprincipal ¶ (if it is generic,otherwise

¶ is already�x ed), theexistentialquanti�ers areinstantiatedwith freshsymbols,
andthecorrespondingrole instanceis addedto theactiveroleset.Accordingto the
changein the MSR dynamiccontext on the left-handside( è

{

becomesè •

{{w

½ ) ·

freshsymbolsaregenerated,whichmeansthattherolehas· existentialquanti�ers.
We needto verify that this stepin theoperationalsemanticsof MSR is equivalent
to the right-handside,i.e., to the applicationof the rewrite axiom labeledAƒ (see
de�nition of

]

eRn

Z

) in RWLDT. Using thefreshnessinvariancelemmais it easyto
seethat theexistentialquanti�ers of role ƒ arecorrectlyinstantiatedusing · fresh
terms

†

whicharegeneratedin thisprocess.Apart from maintainingthefreshness
information,theonly effectof therule is thattheterms

p

T ƒ#Í ¶

†

q

•�‰�‰�‰�• p

T ƒ…}¨¶

†

q

areaddedto theRWLDT state.This canonly correspondto theadditionof a new
instanceof role ƒ to theactive roleset.

For thesecondequivalenceof thelemma,notethattheleft-handsideexpresses
thataninstanceof role ƒ is selectedfrom theactive role setandits rule § , which is
of the form RULE § Œ Š‹z Œ Ž

‰`„

uwv ªD«

Œ ¬

‰�’

, is executed.Accordingto
thechangein thedynamicMSR context on theleft-handside( è

{

becomesè •

{{w

½ )
· freshsymbolsaregenerated,which meansthat therule has · existentialquanti-
�ers. Weagainneedto verify thatthis stepin theoperationalsemanticsof MSR is
equivalentto theright-handside,i.e., theapplicationof therewrite axiomlabeled
AƒN§ (seede�nition of

]Yq

n

Z

) in RWLDT. Using the freshnesslemmait is easyto
seethat theexistentialquanti�ers of rule § arecorrectlyinstantiatedusing · fresh
terms.Apart from maintainingthefreshnessinformation,therule hastwo effects:
It replacesthe term `

VLabV_Z

p…„

•
q by `

VLabV_Z

p6’

•
q (the terms

„

•
and

•

’

•
areinstances

of
„

and
’

, respectively), a steppreciselycorrespondingto theexecutionof the
MSR rule, andit removesthetoken

p

T ƒN§ ¶

†

q , which canonly correspondto the
factthattherule is removedfrom theactive role,becauseit hasbeenexecuted.

Obviously, for bothequivalencesthedetailedproof would establisha bijection
betweenthe fresh symbolsgeneratedby MSR and the fresh termsgeneratedin
RWLDT. m

Thefollowing theoremsummarizesthestatementsof thepreviouslemma:

Theorem 5.6(Soundnessand Completeness) Let
p

 

•

®•q be an MSR speci�ca-
tion, let ¤ , ¤-• beMSR states,andlet ç , ç • beMSR active rolessets.Thenfor all

}

•

· we have thefollowing equivalence:
ThereareMSR contexts è

{

, è •

{xw

½ s.t.  

•

®ˆì x@¤Ãy
ä

æ

u‹v

î$ø õ

xã¤-•@y
älò

æ

ò

if f
thereexists ° s.t. c[e

S

V_Z/fgV

p

 ¨q

•

]

eRn

Z

`

p

®Êq¯ì

����xã° yVŒ

p

union
p#p

F
p

S
{

0 q#q

•

`

VLabV_Z

p

¤¯q

•

a

c

V"]

eRn

Z

`

p

çœq#q#q

>

p

union
p#p

F
p

S
{xw

½

0 q#q

•

`

V%abV\Z

p

¤
•

q

•

a

c

V@]

eRn

Z

`

p

ç
•

q#q#q

•

wherewe identify termsthatarestructurallyequalin c[e
S

V_Z/fgV

p

 ¨q .

14
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5.4 AchievingExecutability

Unfortunately, theresultingRWLDT speci�cationis not necessarilyexecutablein
theordinarysenseof rewriting, sincetheremayberuleswith variablesontheright-
handsidethatdo not appearon the left-handsideandhencecannotbe boundby
matching.Therefore,weapplyanothersimpletransformationwhichmakescertain
typesandtheirelementsexplicit in thestateby makinguseof thepredicateE ŒD˜ —ßŒ

Type › —

v state . This leadsto thefollowing modi�cations:
7

]

eRn

Z

p

ƒ

•

°

•

ª²±

Œ/³

‰h´

{

q¯”

˜2�

•

� • Œ nat ›h˜

±

Œ

V"W[X�Z

p

³ q
›[o

]�Z

`[p

p

�

•

±

•

³

•

� • q

v

x Aƒ6yVŒ

p

union
p#p

E princ ° q

•�p

F � q#q

>

p

union
p#p

E princ ° q

•�p

T ƒ#Í °

±

q

•�‰�‰�‰�• p

T ƒ…}n°

±

q

•�p

F ��•­q#qKq

]Yq

n

Z

p

ƒ

•

°

•

±

•

³

•$´

{

‡

q

• ‰�‰�‰�•

]Yq

n

Z

p

ƒ

•

°

•

±

•

³

•4´

{

{

q .
7

]Yq

n

Z

p

ƒ

•

°

•

±

•

³

•

RULE §¨ŒEŠ‹z ŒDŽ

‰<„

uwv ªD«

ŒD¬

‰l’

qà”

Rƒô§iŒD˜E°µŒ princ ›h˜2�

•

�
•

Œ nat ›h˜

±

Œ

V@W[X�Z

p

³•ƒN§<q
›

˜Ez Œ

V"WYX�Z

p

Ž�q
›h˜

«

Œ

V@W[X�Z

p

¬Öq
›[o

]�Z

`[p

p

�

•

«

•

¬

•

�
•

q

v

x Aƒô§/yVŒ

p

union
p"|

¤

•�p

T ƒN§œ°

±

q

•�p

F � q

•

`

VLabV_Z

p…„

q#qKq

>

p

union
p"|

¤

•

`

V%abV_Z

p…’

q

•�p

F �
•

qKq#q

where
|

¤ is a formalmultisetcontaining
p

E Ž~}

‡

z:}

‡

q

•�‰�‰�‰�•�p

E Ž•}

}

z:}

}

q .

Thetheoremis asbeforeexceptfor thatwehaveto provideasuf�cient amount
of explicit typing information(see

|

¤ below) to performasimulationstep:

Theorem 5.7(Soundnessand Completeness) Let
p

 

•

®•q be an MSR speci�ca-
tion, let ¤ , ¤-• beMSR states,andlet ç , ç • beMSR active rolessets.Thenfor all

}

•

· we have thefollowing equivalence:
ThereareMSR contexts è

{

•

è
•

{xw

½ s.t.  

•

®ˆì×xã¤ÃyNä
æ

uwv

î4ø õ

xã¤
•

yôä
ò

æ

ò

if f
thereexists ° ,

|

¤ s.t. c[e
S

V\Z/fgV

p

 ¨q

•

]

eRn

Z

`

p

®•q¯ì

����xã° yVŒ

p

union
p@|

¤

•�p

F
p

S
{

0 qKq#q

•

`

VLabV_Z

p

¤¯q

•

a

c

V"]

eRn

Z

`

p

çœq#q#q

>

p

union
p@|

¤

•�p

F
p

S
{xw

½

0 q#q

•

`

VLabV_Z

p

¤
•

q

•

a

c

V"]

eRn

Z

`

p

ç
•

qKq#q

wherewe identify termsthat are structurallyequal in c[e
S

V_Z/fgV

p

 ¨q , and
|

¤ is a
formalmultisetcontaining

p

E �6� q only for terms� of type � .

Proof Sketch. Theonly modi�cation to our previousrepresentation(Section5.3)
is thatwehaveaddedtermsof theform

p

E �€� q to therewrite axioms,suchthatas
an obvious invariantthesetermsarepreservedby applicationsof rewrite axioms.
Thesetermscannotbeconfusedor interactwith any of thetermsrepresentingthe
MSR con�guration, so that the original behavior is preserved (disregardingthe
newly introducedterms),assumingthat the applicability of rewrite axiomsis not
compromised.To guaranteethelatter, thetheoremhasbeenrelaxedw.r.t. theprevi-
ousone(Section5.3) by addingtheformalmultiset

|

¤ to thestateontheleft-hand
sideof the rewrite judgment(andsince

|

¤ is preserved it is addedon the right-
handsideaswell). Since

|

¤ is existentiallyquanti�ed it canbeinstantiatedby any
suf�cient numberof termscompensatingfor the

p

E �•� q that arenow neededto

15
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applytherewrite axioms. m

As a slight optimization,theterm
p

E princ ¶ q in thetranslationabove canbe
droppedin therewriteaxiomAƒ if it is thetranslationof ananchoredrule,becausein
thiscase¶ is aconstantdeclaredin   andnotavariablethatneedstobedetermined
by matching.Furthermore,

p

E Ž•}

‚

zƒ}

‚

q canbedroppedfrom
|

¤ in thetranslation
if z:}

‚ occursin
„

, becausein this caseit canbeboundby matching.

5.5 EliminatingIntermediateStates

A drawbackof theoperationalsemanticsof MSRde�ned in termsof thetransition
judgment 

•

®ùì¥xã¤ÃyNä æ

u>v

î4ø õ

xã¤ • yôä ò

æ

ò

andour representationabove is that role in-
stantiationcanoccuranytimeandarbitrarilyoftenevenif thereis nosubsequentuse
of therole. This is anunnecessarysourceof nondeterminismandnontermination
andwithout any othermeansto control the executionit would prevent symbolic
executionandanalysis.

By consideringaslightly moreabstractsemanticsthatcomposesrole instantia-
tion with theexecutionof a ruleof this role,we caneliminatesuchsuper�uousin-
termediatestates.For themodi�ed operationalsemanticsof MSRwewrite  

•

® ì

x@¤Ãy
ä
æ

uwv…„

îG†Hõ

xã¤Ã• • y
ä

ò ò

æ

ò ò

if f thereexistsa role ƒ with a rule § (and ¶ ,
†

) s.t.
7

 

•

®ˆì�x@¤Ãyôä æ

u>vÙî
¾/ï ð

ñ

x@¤
•

yôä

ò

æ

ò

and  

•

®ˆì×xã¤
•

yNä

ò

æ

ò

uwvÙõ
¾/ï ð

ñ

ï ö

xã¤
• •

yôä

ò ò

æ

ò ò

or

7

 

•

®ˆì�x@¤Ãyôä æ

u>vÙõ
¾/ï ð

ñ

ï ö

x@¤
• •

yNä

ò ò

æ

ò ò

.

Our representationwill bemodi�ed correspondinglyasfollows:
7

]

eRn

Z

p

ƒ

•

°

•

ª²±

Œ/³

‰h´

{

q¯”

‡Rˆ

B"F

‡�p

ƒ

•

}

•

°

•

±

•4´

{

‡

q

•

‡Rˆ

B‰F

ý

p

ƒ

•

}

•

°

•

±

•4´

{

{

q

•�‰�‰�‰�•

‡Rˆ

B"F

‡�p

ƒ

•

}

•

°

•

±

•4´

{

{

q

•

‡Rˆ

B‰F

ý

p

ƒ

•

}

•

°

•

±

•4´

{

{

q .
7

‡Rˆ

B‰F

‡�p

ƒ

•

}

•

°

•

±

•

³

•

RULE §iŒ©Š‹z ŒDŽ

‰<„

uwv ªD«

ŒD¬

‰l’

qà”

Rƒô§QÍ8ŒD˜E°µŒ princ ›h˜2�

•

�
•

•

�
• •

Œ nat ›h˜

±

Œ

V@W[X�Z

p

³Àq
›

˜Ez Œ

V"WYX�Z

p

Ž�q
›h˜

«

Œ

V@W[X�Z

p

¬Öq
›

o

]�Z

`[p

p

�

•

±

•

³

•

�ž•­q

•

o

]�Z

`[p

p

�ž•

•

«

•

¬

•

�ž• •Hq

v

x Aƒô§²Í�yVŒ

p

union
p#p

E princ ° q

•[|

¤

• p

F � q

•

`

V%abV\Z

pÿ„

qKq#q

>

p

union
p#p

E princ ° q

•[|

¤

•

`

V%abV_Z

p6’

q

•

— ¤

•�p

F �
• •

q#qKq

where— ¤ is theformal multisetcontaining
p

T ƒ#Í °

±

q

‰�‰�‰ p

T ƒ…} °

±

q with
p

T ƒô§8°

±

q removed.
70‡Rˆ

B‰F

ý

p

ƒ

•

}

•

°

•

±

•

³

•

RULE §iŒ©Š‹z ŒDŽ

‰<„

uwv ªD«

ŒD¬

‰l’

qà”

Rƒô§cÉ•ŒD˜E°µŒ princ ›h˜2�

•

�
•

•

�
• •

Œ nat ›h˜

±

Œ

V@W[X�Z

p

³Àq
›

˜Ez Œ

V"WYX�Z

p

Ž�q
›h˜

«

Œ

V@W[X�Z

p

¬Öq
›[o

]�Z

`[p

p

�

•

«

•

¬

•

�
•

q

v

x Aƒô§<ÉEyVŒ union
p"|

¤

•�p

T ƒN§œ°

±

q

•�p

F � q

•

`

V%abV_Z

p…„

q#q

>

union
p"|

¤

•

`

V%abV\Z

p…’

q

•�p

F �
•

q#q

Theideabehindthesede�nitions is that therewrite axiomlabelledRƒô§²Í generated
by ‡Rˆ

B‰F

‡

simulatestheeffectof instantiatingrole ƒ immediatedfollowedby theex-
ecutionof oneof its roles,which is § in this case.As a consequenceit generates

16
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theformal multisetof tokens
p

T ƒKÍ °

±

q

‰�‰�‰�p

T ƒÿ} °

±

q with
p

T ƒô§•°

±

q removed,
becausethecorrespondingrule hasalreadybeenexecuted.The rewrite axiomla-
belledRƒô§cÉ generatedby ‡2ˆ

B‰F

ý takescareof theexecutionof remainingrules,and
henceremainsunchangedcomparedwith theprevioussection.

Now weobtaina resultentirelyanalogousto theprevioustheorem:

Theorem 5.8(Soundnessand Completeness) Let
p

 

•

®•q be an MSR speci�ca-
tion, let ¤ , ¤ •

beMSR states,andlet ç , ç •
beMSR active rolessets.Thenfor all

}

•

· we have thefollowing equivalence:
ThereareMSR contexts è

{

•

è •

{xw

½ s.t.  

•

®ˆì×xã¤ÃyNä æ

uwv…„

îG†Hõ

xã¤ • yôä

ò

æ

ò

if f
thereexists ° ,

|

¤ s.t. c[e S

V\Z/fgV

p

 ¨q

•

]

eRn

Z

`

p

®•q¯ì

����xã° yVŒ

p

union
p@|

¤

•�p

F
p

S
{

0 qKq

•

`

V%abV\Z

p

¤¯q

•

a

c

V@]

eRn

Z

`

p

çœqKq#q

>

p

union
p@|

¤

•�p

F
p

S
{xw

½

0 q#q

•

`

VLabV_Z

p

¤-•­q

•

a

c

V"]

eRn

Z

`

p

ç •HqKq#q

•

wherewe identify termsthat are structurallyequal in c[e S

V_Z/fgV

p

 ¨q , and
|

¤ is a
formalmultisetcontaining

p

E �6� q only for terms� of type � .

Proof Sketch. The only differencew.r.t. the previous theoremis that we usethe
new judgment 

•

®¢ì|x@¤ÃyNä æ

uwv…„

îG†“õ

xã¤
• •

yôä

ò ò

æ

ò ò

astheoperationalsemanticsof MSR.
By de�nition therearetwo casesto consider:

(i) Thereis a role ƒ with a rule § suchthat

 

•

®ˆì×xã¤ÃyNä æ

uwv

î
¾hï ð

ñ

xã¤
•

yôä
ò

æ

ò

and  

•

®ˆì�x@¤
•

yôä
ò

æ

ò

uwv

õ
¾/ï ð

ñ

ï ö

x@¤
• •

yNä
ò ò

æ

ò ò

.

Observethatweareconcernedwith asequentialcompositionof thejudgments
that we representedin our previous representation(Section5.4). Omitting
quanti�ers andconditionsfor clarity, the �rst judgmentwasrepresentedby
therewrite axiom

x Aƒ…yVŒ

p

union
pKp

E princ ° q

• p

F � qKq

>

p

union
pKp

E princ ° q

•�p

T ƒKÍ °

±

q

•�‰�‰�‰�•�p

T ƒÿ} °

±

q

• p

F �
•

qKq#q

•

andthesecondjudgmentwasrepresentedby therewrite axiom
x AƒN§/yVŒ

p

union
p@|

¤

•�p

T ƒô§œ°

±

q

•�p

F �
•

q

•

`

V%abV_Z

pÿ„

q#q#q

>

p

union
p@|

¤

•

`

V%abV\Z

p…’

q

•�p

F �ž• •Hq#qKq

‰

Consequently, our new representation(seede�nition of ‡2ˆ

B‰F

‡

) usesthe se-
quentialcompositionof thesetwo:

x AƒN§²Í�yVŒ

p

union
pKp

E princ ° q

• p

F � q

•[|

¤

•

`

VLabV_Z

p…„

q#qKq

>

p

union
pKp

E princ ° q

•

— ¤

•[|

¤

•

`

V%abV\Z

p…’

q

•

— ¤

•�p

F �
• •

qKq#q

•

where — ¤ is the formal multisetcontaining
p

T ƒ#Í °

±

q

‰�‰�‰8p

T ƒÿ}Ñ°

±

q with
p

T ƒô§8°

±

q removed.

(ii) Thereis a role ƒ with a rule § suchthat  

•

® ì xã¤Ãyåä æ

uwv
õQ¾/ï ð

ñ

ï ö

x@¤
• •

yNä
ò ò

æ

ò ò

.
For this case,we just needto simulatetheexecutionof a rule. Hence,the

rewrite axiom(seede�nition of ‡2ˆ

B‰F

ý ) is asin thepreviousrepresentation:
x AƒN§<ÉEyVŒ union

p@|

¤

•�p

T ƒô§8°

±

q

• p

F � q

•

`

V%abV\Z

pÿ„

qKq

>

union
p@|

¤

•

`

VLabV_Z

p6’

q

•�p

F �ž•­q#q

‰

m

As an optimization,the rewrite axiom RƒN§²Í canbe omittedif
„

containsany
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of the variablesin ± . The reasonis that we have the invariant(for the reachable
stateswe areconcernedwith in the theorem)that the variables± areinstantiated
by objectswhichdonotexist in thestate,sothatthisaxiomcouldneverbeapplied.

Anotherobviousoptimizationis to omit therewrite axiomRƒN§ whentherole ƒ

containsonly a singlerule. Thisoptimizationrelieson thefactthatin this caseT ƒô§

canneverappearin thestate,aninvariantthatholdsfor thereachablestatesweare
concernedwith in thetheorem.More generally, we dropany rule thatdependson
aT ƒô§ thatis nevergenerated.Thiscanhappen,becausetheonly rule thatgenerates
T ƒN§ hasbeeneliminatedby previousoptimizations.

6 Translation in our Example

Returningto theOtway-Reesprotocolandits speci�cationin MSR,we now illus-
tratehow its responderrole (rolenumber2) is translatedinto RWLDT. For brevity,
we omit all declarations,excepttheonesfor thenetwork predicate,messagecon-
catenation(denoted

•

in MSR),andtheencryptionfunction,(which waswritten
as ˜ › in MSR):
N : msg -> state
append : msg -> msg -> msg
encrypt : {A,B : princ} msg -> (shK A B) -> msg

As for union , we write
p

append
p…„ó‡�•�‰�‰�‰�•
„

{

q#q to abbreviate
p

append
„ó‡

p

append
pÿ„

ý

•�‰�‰�‰�•
„

{

qKq#q .
Wehave thefollowing coercions(to which wehavegivenlongernameshere):

nonce-msg : nonce -> msg
princ-msg : princ -> msg
ltK-shK : {A,B : princ} (ltK A B) -> (shK A B)
stK-shK : {A,B : princ} (stK A B) -> (shK A B)

Wealsodeclarethefollowing injectionsasrequiredby thetranslationto gener-
atefreshsymbolsof thetargettype:
NONCE: nat -> nonce
L2 : nat -> ({B : princ} princ ->

nonce -> nonce -> (ltK B S) -> state)

Finally, wedeclaretokenconstructorsrelevantfor theresponderrole:
T21 : princ -> ({B : princ} princ ->

nonce -> nonce -> (ltK B S) -> state) -> state .
T22 : princ -> ({B : princ} princ ->

nonce -> nonce -> (ltK B S) -> state) -> state .

The translationof the responderrole producesfour rewrite rules,but two of
themcanbeeliminatedby ouroptimizations:
R211 : !! {B:princ}

{L:{B:princ} princ -> nonce -> nonce -> (ltK B S) -> state}
{A:princ}{kBS:(ltK B S)}{X:msg}
{fresh,fresh':nat}{n,nB:nonce}

18
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(L := (L2 fresh)) ->
(nB := (NONCE (suc fresh))) ->
(fresh' := (suc fresh)) ->

[A211] : (union ((E (ltK B S) kBS), (F fresh),
(N (append ((nonce-msg n),

(princ-msg A),
(princ-msg B),
X)))))

=> (union ((E (ltK B S) kBS), (F fresh'),
(N (append (n,A,B,X,

(encrypt (append ((nonce-msg nB),
(nonce-msg n),
(princ-msg A),
(princ-msg B)))

(ltK-shK B S kBS))))),
(L B A n nB kBS),
(T22 B L)))

R222 : !! {B:princ}
{L:{B:princ} princ -> nonce -> nonce -> (ltK B S) -> state}
{A:princ}{kBS:(ltK B S)}{kAB:(stK A B)}{Y:msg}{n,nB:nonce}

[A222] : (union ((N (append ((nonce-msg n),Y,
(encrypt (append ((nonce-msg nB),

(stK-msg A B kAB)))
(ltK-shK B S kBS))))),

(L B A n nB kBS),
(T22 B L)))

=> (N (append ((nonce-msg n),Y)))

The justi�cation for eliminating RÉ/ÉcÍ is that it contains(L B A n nB kBS)
with L fresh on its left-handside. SinceRÉ<Í�É dependson (T21 B L) , which
couldonly begeneratedby RÉ/ÉcÍ , this rulecanbedroppedaswell.

Thefull RWLDT speci�cationsuccessfullypassestheOCCtypechecker, which
impliesthat theoriginal MSR speci�cationis type-correctaswell. TheOCCpro-
totypecanfurtherbeusedto explorethedynamicsof theprotocol.For example,to
restricttheprotocolexecutionto oneinstanceof eachrole andto observe termina-
tion we addSTARTƒ andTERMINATEDƒ tokensto respectively the�rst andlast rules
of eachrole ƒ .
A:princ . B:princ . kAS:(ltK A S) . kBS:(ltK B S) .

rew (union ((F 0),(E P A),(E P B),
(E (ltK A S) kAS),(E (ltK B S) kBS),
(START1 A), (START2 B), (START3 S))) .

trace:
A111 A211 A311 A222 A122

result:
(union ((F 6),(E P A),(E P B),

(E (ltK A S) kAS),(E (ltK B S) kBS),
(TERMINATED1 A), (TERMINATED2 B), (TERMINATED3 S)))
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After startingthesymbolicexecutionthesystemperformsa seriesof actionseach
correspondingto theapplicationof a rule. Finally, theterminatingstateis reached,
theexplicit type informationis preserved,andsix freshconstantshave beenused.
An explorationof the statespaceusingMaudeshows that the above executionis
theonly possibleonefrom thegiveninitial state.

7 Final Remarks

In thispaperwehavepresentedashallow andhenceef�cient embeddingfrom MSR
into rewriting logic with dependenttypes(RWLDT), whichhasbeenintroducedas
a restrictedinstanceof the opencalculusof constructions(OCC). This mapping
formsthebasisfor anongoingimplementationof anMSR executionandanalysis
environment.A mappingfrom RWLDT into RWL hasalreadybeenimplemented
as part of the OCC prototypein Maude. This enabledus to perform symbolic
executionof thetranslatedMSRspeci�cationin ourexample.Theuserinteraction
takesplaceat thelevel of RWLDT terms,whichdirectlycorrespondto MSRterms,
andhencetheuserdoesnotneedto beconcernedwith theresultingtranslationinto
RWL. A similar interfacefor symbolicsearchandmodelcheckingwould beeasy
to implement.At themoment,wecanhoweveralreadyexport theRWL translation
of theRWLDT speci�cationandperformsymbolicsearchandmodelcheckingat
thelevel of Maude.

For the sake of clarity we madea numberof simplifying assumptionsin this
paper. We decoupledthe issueof inferring implicit partsof anMSR speci�cation
from the actualtranslationphase,which is exactly the way we would like to or-
ganizethe architectureof the translator. We also assumedthe absenceof name
clashes,anassumptionthat is not necessaryif we usetheCINNI explicit substitu-
tion calculus[13,14] andits termrepresentation.In fact the theoryandprototype
for OCCarealreadybasedon thiscalculus.

An additionalfeatureof MSR that may requirechangesto our representation
areconstraints,i.e., conditionsattachedto MSR rules. Constraintsdo not appear
in [4,5], but haveproveduseful,for instance,in theKerberosanalysis[3]. Among
theoptionsarethedirecttranslationinto conditionalrulesof RWLDT, theextension
of thelinearstateby anon-linearcounterpart(asin standardsequentpresentations
of linear logic) andits useto verify theconstraints,or a combinationof thesetwo
possibilities.EquationsarearecentadditiontoMSR,inspiredby thiscollaboration.
They canbedirectly mappedto thecomputationalequationsof RWLDT. Further
extensionsof MSR,suchasmoving to richerexecutablefragmentsof linear logic
in thestyleof CLF [16], a directioncurrentlyinvestigatedby the�rst author, seem
to requiredeeperembeddingof MSR into RWLDT, an interestingtopic that we
leave for futureresearch.

An importantpartof MSR,thedataaccessspeci�cation[6], hasnotbeentreated
in this paper, becausea suf�ciently genericandconciseformulationis still subject
of ongoingwork. Ourmostrecentideato formalizethedataaccessspeci�cationis
to usepredicatesinsidethetype theoryto expresstheaccessibilityof information
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relative to principals.In combinationwith theassertionalpropositionsof RWLDT
this may simplify the representationof dataaccessrulessigni�cantly andwould
provideagreatdealof �e xibility . Furthermore,theproof thatthedataaccessspec-
i�cation is satis�ed would becomean object inside the type theory. In fact, the
logicalnatureof RWLDT is far from beingfully exploitedsofar, which leadsusto
thelastpointof theconclusion.

In additionto theautomaticsymbolicanalysistechniquesmentionedabove,our
two-level architectureopensthedoorto performingformalreasoningat thelevel of
RWLDT, whichcontainsall thetypeinformationof theoriginalMSRspeci�cation
andusespracticallythesametermsyntax. Indeed,interactive theoremproving is
supportedby OCC[14], but to make useof it our translationneedsto beenriched
to make explicit the inductive natureof MSR, which canbe achieved essentially
by addingsuitableelimination/inductionprinciples.Formal reasoningwould ulti-
matelyrely on themodel-theoreticsemanticsof OCC,but it canuseits operational
semanticsto enhancetheexpressivity of typesandto providepartialautomationin
proofs.

See http://formal.c s. ui uc .e du/ st ehr/ msr.h tml for the complete
speci�cationof theOtway-Reesexample,otherexamples,andrecentprogresson
theproject.
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