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Abstract

This papemresenta shallav andhenceef cient embeddingf the securityprotocolspec-
i cation languageMSR into rewriting logic with dependentypes,aninstanceof the open
calculusof constructionswhich integrateskey conceptsrom equationallogic, rewriting
logic, andtypetheory MSR is basedon a form of rst-order multisetrewriting extended
with existentialnamegeneratioranda e xible type infrastructurecenteredn dependent
typeswith subsorting. This encodingis intendedto sene asthe basisfor implementing
anMSR speci cationandanalysiservironmentusingexisting rst-order rewriting engines
suchasMaude.

1 Intr oduction

MSRoriginatedasa simplelogic-orientedanguageaimedat investigatingthe de-
cidability of protocolanalysisundera variety of assumption§g]. It evolvedinto
a precise powerful, e xible, andstill relatvely simpleframenork for the speci -
cationof complex cryptographicprotocols,possiblystructuredasa collection of
coordinatedsubprotocol$3)5]. It usesstrongly-typednultisetrewriting rulesover
rst-order atomicformulasto expressprotocolactionsandrelieson a form of ex-
istentialquanti cation to symbolically modelthe generatiorof noncesand other
freshdata. Dependentypesare a useful abstractiormechanisnmot availablein
otherlanguageskor instancethedependengof public/privatekeys ontheirowner
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Figurel. Architectureof the Embeddingof MSR into Rewriting Logic

canbenaturallyexpressedtthetypelevel. Finally, MSR supportsanarrayof use-
ful staticcheckghatincludetype-checkindl4] anddataaccesweri cation [§].

Thiswork outlinesanencodingof the coreof MSRinto rewriting logic (RWL),
to be more preciseinto its extensionwith dependentypes(RWLDT). Rewriting
logic [11] drawvs onthe obsenationthatmary paradigmsannaturallybe captured
by conditionalrewriting modulo an underlying equationaltheory the theory of
multisetsbeing a particularly importantcasefor the speci cation of concurrent
systemsand protocols. Recentlya combinationof equationalogic and rewriting
logic with dependentypeshasbeenstudiedin [[14] underthe nameopencalculus
of constructiongOCC).In this paperwe show thatarestrictedoredicatve instance
of OCC,thatwe call rewriting logic with dependentypes(RWLDT), canbeusedo
representypedMSR speci cationsin away which preseresall typeinformation.
RWLDT doesnot natively supportthe expressionof existentialnamegeneration:
our encodingmplementdt with counters Moreover, ensuringthe executabilityof
theresultingcoderequiredsomecare.

Composinghemappingirom MSRinto RWLDT with amappingfrom RWLDT
into RWL, which hasalreadybeenimplementedaspartof the OCC prototype{[14],
we obtainanencodingrom MSR into RWL, which cansene asthe basisof anex-
ecutionervironmentfor MSR in a RWL-basedanguagesuchasMaude[9]. This
two-level approachyhichis summarizedn Figurell, hassomeadvantagesvera
directmappinginto RWL. The rst is modularityandseparatiorof concernsithe
mappingfrom MSR into RWLDT is only concernedvith the dynamics(given by
therules)but preseresthestaticpart(givenby declarationstypes,andterms).The
secondadwantages thatRWLDT seemdo be theright level for userinteraction,
becauseermsandtypescloselycorrespondo thoseof MSR. Finally, the preser
vation of typesandthe factthat RWLDT is a sub-logicof OCC providessuitable
level of abstractiorfor formal reasoninga possibilitythatis not the subjectof this
paper but thatwe hopeto explorein thefuture.

This work senesasthe basisfor a forthcomingprototypeof MSR, which will
eventually run on top of Maude[9]. The linguistic af nity betweenMSR and
RWLDT allow for amuchsimplerconstructiorthanadirectimplementationMap-
ping MSR into the popularCAPSL Intermediatd_anguagdl1C] would have been
moredif cult, becauséSR hasa muchrichertypinginfrastructurehanCIL.

The remainderof this paperis organizedasfollows: We introduceMSR and
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RWLDT in Section@andd, respectiely. In Section5 we de ne themappingfrom

MSRinto RWLDT, stateits key propertiesandoutlinesomesimpleoptimizations.
It is appliedto our runningexample,the Otway-Reegrotocol,in Section6. We

concludethis paperwith a discussiorof limitations, implementatioraspectsand
possibleextensionsof our approachFirst, somenotation.

2 Notation

We use to denotethe emptylist anda commato denotelist concatenationWe

write identi ers rangingover lists in bold, andindicatetheir lengthwith a super

script. Therefore, denotesa list of elements.We will generallyomit the
lengthinformationwhenirrelevantor easilydeduciblefrom thecontext. Occasion-
ally, we write for thelengthof alist . We write (or ) for the -th

elementof . We abbreiate construction®ver all elementsn alist asconstruc-
tionsoverthelist itself: for example,we maywrite for ,

and for

3 The MSR Cryptopr otocol Speci cation Language

Thesyntaxof instance®f MSR tailoredto speci ¢ securityprotocolshasbeenpre-
sentedn [4,5]. Here,we will insteadconcentraten a more abstracisyntax,cur-
rently undegoing formalizationin [7], which allows the userto declareoperators
suchasmessageoncatenatiomndencryptionratherthanhaving themhard-coded
in thelanguageThe coreof the syntaxof MSR is givenin the following table:

Terms
Types state princ msg
Kinds type
Contets
States
Rules RULE
Roles ROLE princ
ROLE FOR princ

MSR is basedon rst-order terms,that for simplicity we limit to identiers ( )
andapplication.Here, canbe eithera boundvariableor a previously declared
identi er. For concisenessye describeatomictypes(i.e., objectsof kind type )
asif they wereterms. Resered atomictypesincludethe type of states(state ),
principals(princ ) andmessges(msg). We write for adependentype,
simplifying this syntaxinto when doesnotoccurfreein . A contet
(calledsignaturean [4,5]), is alist of declaration®f term constantandtype fami-
lies. A stateis acomma-separatedultisetof terms(of typestate ). We lateruse
thecommafor messageoncatenatioaswell, anoverloadinghatis disambiguated
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by the surroundingcontext. A rule relatestwo states and . Thelattercanbe
pre xedby asequencef existentialdeclarationge.g.,for creatingnonces)while
othervariablesn therule will oftenbeuniversallyquanti ed atits head.Rolesare
nonemptysequencesf rulespre xed by zeroor moreexistentialpredicatedecla-
rations. We assumeahat MSR speci cationssatisfya restrictedformat, wherethe
existentialpredicatesreusedto introducelocal intermediatestatesor sequential-
izing the rulesinsidearole. A role hasa distinguishedowner , which canbe
eitheranarbitraryprincipalin genericroles or a x edprincipal(e.g.,asener)for
andoredroles thatareintroducedoy thekeyword FOR (whichis notabinder).

MSR's actualsyntax,asdescribedn [4,5,7] hasotherconstructionsthat we
eitherignorefor simplicity or leave out for future work. In particular we assume
thatMSR's native subtypingis emulatedoy explicit coercionsthatMSR's module
structurehasbeenexpandedinto a single sequencef declarationsand that all
typinginformationis explicit, while MSR allows pointwisereconstructionSimple
preprocessin@r standardtechniquessufce to accountfor thesediscrepancies.
In this paper we do not treatotherfeaturesof MSR, in particularguardedrules,
equationsanda syntacticcheckknown asdataaccesspeci cation. They will be
the subjectof futurework.

We will rely on the Otway-Reesauthenticatiorprotocol[12] to illustrate the
useof MSR. In this protocol,aninitiator, , wantsto obtaina short-termsecret
key to communicatesecurelywith a responder . They rely on a sener S,
with whombothshardong-termsecretkeys and respectrely, to generate
this new key. The“usualnotation”for this protocolis asfollows:

(i)

(i) S
(i) S
(iv)
Here, and rangeoverarbitraryprincipals,Sisa x edprincipal,thekey sener.
Moreover, , and arenoncesfreshlygeneratedaluesaimedatavoidingthe
replayof old messages.

As mentionedearlief we assumeappropriatedeclarationof typesotherthan
princ , state andmsg andtheir elements.For this example,we rely on the type
nonce , type familiesItK andstK (for long- andshort-termkeys, respectiely),
and concatenatior{overloadedasthe in x “ ") andencryption(written _ ) as
additionalmessageonstructor We usethe statepredicaten for representingnes-
sagesn transitonthenetwork. Thesuperscripts, and representoerciongrom
principals,noncesandshort-termkeysto messagesgespectiely and denoteghe
coercionfrom long-termkeys to the sharedkeys expectedby the encryptionfunc-
tion (full MSR usessubsortingnstead). The completeMSR speci cationcanbe



foundin [4]. Herewe shaw only thegenericrole for therespondef ):

ROLE princ
princ  princ nonce nonce [tK S state
princ nonce ItK msg
N nonce
RULE
N
princ nonce msg
RULE [tK stk
N N

Thisroleis genericandhastwo ruleswhich arebothin the scopeof thequanti ers
for and . Incontrasttherolefor S wouldbeananchoredole,sinceSisa x ed
principal.

The operationalsemanticoof MSR [4,5] usestransitionjudgmentsthat trans-
form con gurationsof theform . Here isanMSRstate, isanactiveroles
setwhich collectstheactiveroles i.e., instantiatecandpossiblypartially executed
roles,availableatthenext step,and isanMSR dynamiccontext (calledsignature
in [4,5]), which accountdor all the dynamicallygeneratedresh constantsavail-
ableto in state . Usinga slightly richer syntaxthan[4,5] we write an active

role in the form ACTROLE FOR princ WITH (again FOR
and WITH areno binders),meaningthatit is the instanceof eithera genericrole
ROLE princ with instantiatedoy and instantiatedy
, or theinstanceof ananchoredole ROLE  FOR princ with
instantiatedy
In this paperwe initially rely on two judgmentforms to describetransitions:
Givendeclarations androles , thejudgment de-

notesthe full instantiation,i.e., instantiationof all outeruniversaland existential
quanti ers, of therole ( and de ne the particularinstantiation). We write

to denotea transitionresultingin the applicationof a
rule fromtheactiverole (theinstancewith and ), followedby theremoval
of theactive if it hasbeenfully executed.If oneof thesetransitionscanbe de-
rivedwe simply write . Therulesfor amaminally more
abstracwersionof this semanticeanbefoundin [4,5].

4 Rewriting Logic with DependentTypes

The opencalculusof constructions(OCC), from which we derive the rewriting
logic with dependentypes(RWLDT) by instantiationandrestriction,is a family
of typetheoriesthatareconcernedvith threeclasse®f terms:elementstypesand
universes Typessene asanabstractiorfor collectionsof elementsanduniverses
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asanabstractiorfor collectionsof types.

OCC s parameterizedby OCC signaturegde ning the universestructure. In
this paperwe usea x ed signature Type with predicativeuni-
verses Type Type Type , which form a cumulatve predicatve hier-
archy This meansthatwe have Type Type  Type , & subtypingrelation
Type  Type Type (alsocalledsutuniverserelation),and

for all , Where denotegheleastupperboundw.r.t.

Theformal systemof OCC s designedo make sensaunderthe propositions-
as-typesnterpretation wherepropositionsareinterpretedastypesandproofsare
interpretedaselementf thesetypes.Sincein OCCthereis noapriori distinction
betweenermsandtypes andfurthermorebetweentypesandpropositions we use
all thesenotionssynorymously

OCChasthe standarctonstructsnown from puretype systemgcf. [1,14,15])
anda few additionalones.An OCCtermcanbe oneof thefollowing: a universe

, avariable , atyped -abstmaction , adependentunctiontype
, atypeassertion , an -construct to denotean irrelevant proof
of a proposition , a propositionalequality , or oneof three avors of
opemational propositions writtenas , or . Hereandin following we
usuallyuse , , , , , , , , ,and torangeover OCCterms,and

, , torangeover names. Operationalpropositionscaneither be structural
propositionsdesignatedy , computationalpropositionsdesignatedy , or an
assertionalpropositionsdesignatedy . Subsequentlywe use to rangeover
thesethree avors :

OCCcontetsarelists of declamationsof theform . Theemptycontext is
writtenas . Typically, we use to rangeover OCC contets.

An OCC speci cationis simplyanOCCcontet in this paper Sucha spec-
I cation canintroducerewrite predicatesby declarationsof the form

Type . Theideais thateachrewrite predicatecanberegardedasa
labeledtransitionsystemwhich canbeexecutedn avery similar way asrewriting
logic speci cations. Note that Type is the declaration
of aternarypredicate where isthetypeof statesand is thetype of actions,
which couldrangefrom atomiclabelsto rewrite proofs,dependingn therequire-
mentsof the application.In the casewherethetype doesnotdependon and

, thisdeclaratiortakestheform Type.

Sincewe areworkingwith apredicatve instanceof OCC, it is entirelystraight-
forward to de ne a model-theoreticsemanticdasedon classicalsettheory with
suitableuniverseq 14]. Theappropriatdevel of abstractiorfor this papers, how-
ever, the operationasemanticswhich is givenby the formal systemof OCC. It is
a directgeneralizatiorof the operationakemanticof rewriting logic [11] andits
membership-equationatiblogic[2] asimplementedn Maude[9].

Theeffectof thischoiceof , astandargarametefor puretypesystemg1], is thatfor arbitrary
types (in acontext ) and (in a context ) with we canform the
dependentype (in ) for
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The formal systenof OCC de nes derivability of OCC judgments and
hasbeenshavn to be soundw.r.t. the set-theoreticemantic§14]. For brevity we
only give aninformal explanationof all judgmentsandtheir intuitive operational
meaning.

Thetypeinferencejudgment assertghattheterm isanelement

of theinferredtype in thecontext . Operationally and aregivenand
is obtainedby syntax-directedype inferenceand possiblereductionusing

computationakquationgnodulothe structuralequationof

The typing judgment assertghat is an elementof type in
thecontext . Operationally , and aregivenandverifying

amountsto type checking. Type checkingis alwaysreducedto type inference
andtheveri cation of anassertionasubtypingjudgment.

The structural equality judgment is usedto expressthat
and areconsideredo be structurallyequalelementdn the context . Oper
ationally, structuralequalityis realizedby a suitabletermrepresentatioso that
structurallyequaltermscannotbe distinguishedvhenthey participatein com-
putations.

The computationalequality judgment is the judgmentthat
de nes the notion of reductionfor the simpli cation of terms. The judgment
statesthat the element  canbe reducedto the element in the contet
Operationally and aregivenand is theresultof reducing usingthe
computationakquationsn modulothestructuralequationsn

The assertionaljudgment statesthat is provableby meansof the
operationalsemanticgn the context . Operationally and aregivenand
thejudgmentis veri ed by a combinationof reductionusingthe computational
equationsandexhaustve goal-orientedsearchusingthe assertionapropositions
in . Both processetake placemodulothe structuralequationsn

The assertionalequality judgment stateshat and are
assertionallyequalin , anotionthattreatsequalityasa predicateandsubsumes
the structuraland computationakquality judgments.Operationally , and

are given andthe judgmentis veri ed like otherassertionajJudgmentsin a
goal-orientedashion.

The assertionalsubtypingudgment subsumeshe assertional
equalityjudgmentandstateshat is asubtypeof in asaconsequencef
the cumulatvity of the universehierarchy Operationally , and aregiven
andthe judgmentis veri ed like otherassertionajudgmentsn a goal-oriented
fashion.

The computationalrewrite judgment expresseghat by
meansf the computationatewrite rulesspeci edin  for therewrite predicate
theelement canberewrittento theelement andthisrewrite is labeled
by theelement . Operationally and aregivenand is computedoy the
applicationof a computationatewrite rulein  modulothe computationabnd
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structuralequationsn . In addition,anabstractwitness for this rewrite is
constructed.

By xing the signatureat the beginning of this section,we have introduced
a particularinstanceof OCC. For the purposeof this paperwe further restrict
thisinstanceby requiringthatspeci cationsusea unique x edrewrite predicateR
whichis declaredasR Type. Theideais thatthis ternaryrewrite
predicatepreciselycorrespondso thelabeledrewrite relationof rewriting logic. To
remindus of this correspondencee refer to this restrictedsublanguagef OCC
in the following as rewriting logic with dependentypes(RWLDT). SinceRis
unique,we canusethe usualnotation insteadof the lessintuitive
R . Similarly, we use to denotethe corresponding
computationatewrite judgment.

5 Mapping MSR to RWLDT

In this sectionwe givea precisede nition of ourmappingfrom MSRinto RWLDT.
Thetranslationf kinds,types terms,andstatesareverydirect. Thetranslatiorof
rolesandrulesmay appearsomeavhattechnical but the underlyingideais simple.
To malke it betteraccessibldo the readerwe introducethe mappingof rolesand
rulesin threesteps:In Sectionss.1-5.3, we give aninitial mappingthatis correct
in aratherobviousway, andthenwe dealwith somede cienciesof this mapping
in two further stepsin Sectionss.4 and5.5. Theresultis a mappingwhich is not
only correctbut ensuresexecutability of the resultingRWLDT speci cation (in
the senseof ordinaryrewrite systems).It furthermoreavoids the introductionof
ary super uousintermediatestatesthat would leadto unnecessarinef ciencies,
especiallyf we usetheresultof thetranslatiorfor symbolicstatespacesxploration.

5.1 Initial Context

TheMSR multisetunionconstructsvill betranslatedo anordinaryRWLDT func-
tionunion . Tothisend,wede ne _ asanOCCcontet thatcontains
thefollowing declarations.

Therearethe structuralaxiomsfor multisets:

state Type,

empty state |,

union state state state

union_comm state union union

union_assoc state union union
union union

union_id state union empty

Comparedvith [14] we have omittedassertionatewrite judgmentsn our presentatiornf OCC,
becausave do not needrewrite conditionsin this paper Suchconditionsareadmittedin RWL and
hencein themostgeneralversionof RWLDT.
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Theinitial contect alsocontainsthefollowing declarationswhich we describe
only intuitively. Their purposewill becomeclearaswe lay outthetranslation.

princ  Type, msg Type. Thetypesof principalsandmessagesgespecitiely.

T  princ state . For eachrole with existentialquanti er types
andwith arule ,atoken T will beusedto representhefactthatrole
hasbeeninstantiatedvith values and

nat Type,and0 nat andS nat nat . Naturalnumbersareusedto index
freshsymbols,i.e., symbolsthathase not beenusedin the past.

F nat state . As aninvariantof our representatiothereis a unique F
thatholdsthe next availablefreshindex

nat . For eachtype which canbe generatedthis function allows
usto index (someof) its elementdy naturalnumbersa way to generatdresh
symbolsof this type.

E Type state . Theterm E expresseghe factthat s
an elementof type , aspartof the state. We will usethis predicateonly in
Section5.4.

act Type,A act foreachrole ,andA act for eachofitsrules . These
constantareusedto labeltherewrite rulesresultingfrom thetranslation.

5.2 TranslatingKinds, Types,Terms,Statesand Contexts

For thefollowing we assume&hatMSR speci cationsdo not usenamesntroduced
by _ otherthanstate , princ andmsg. We also assumethat all
declaredand boundvariablesare distinct. This allows a clearpresentatiorof the
main ideaswithout worrying aboutrenamingand capturing. We thende ne the
translationof MSR kinds, types,statesandcontexts asfollows:

type Type
state state
princ princ

msg msg

empty
union



Subsequently union abbreviates union union
, and union abbreviatesempty . We alsoreferto this termasthe formal
multisetof :
Theadequay of this translations expressedy thefollowing theorem:

Theorem5.1 If isawell-typedMSR context then:
(i) If isanMSRKkind,then

in MSRiff Type in RWLDT.
(ii) If in addition and isanMSRtype,then
in MSRiff in RWLDT.
(i) If in addition and isanMSRterm,then
in MSRiff in RWLDT.
(iv) If isanMSR statethen
state in MSRiff state in RWLDT.
Furthermore, is well-typediff is well-typed.

Proof Sketch. First of all, it is straightforvardto verify thateachMSR inference
rule [7] canbe simulatedby one or moreinferencerulesof RWLDT [14]. As a
consequencehe directionof theequivalencegi)—(iv) holds.

To dealwith the moreinteresting  direction of theseequivalenceswe rst
obsenre that several featuresof RWLDT are not relevant for the purposeof this
proof. Our representatiodoesnot exploit higheruniversegbeyondType ) or uni-
versesubtypingin ary essentialvay (theonly useof Type in ourrepresentatiors
to sene asatypeof kinds). Both, computationaéquationsandassertionaproposi-
tionsof RWLDT arenotused.Structuralequationsreonly usedto represenMSR
stategmultisets)andthey areusedin suchaway thatthey preciselyrepresenthe
MSR syntax. The computationalewrite axiomsof RWLDT do not have ary im-
pacton type checking,sothey canbeignoredhere. Anothermajor simpli cation
is thatMSR andhencetherepresentatiom RWLDT doesnotuse -abstractions,
andthetypeassertionandthe -operatorof RWLDT arenotusedeither As acon-
sequencemary of theinferencerulesof RWLDT [14] canbeignoredor reduced
to trivial casespbecausehey cannothave beenusedin the RWLDT derivation or
have only beenusedin a trivial form. For instance,without -abstractionsand
computationakquationghe computationakqualityreducedo structuralequality
Without assertionapropositionsjnferencerulesfor assertionapropositionsother
than assertionakquality and assertionakubtypingare super uous. Without the
useof higheruniversesassertionakubtypingcoincideswith assertionakquality
which reducedo structuralequalityand -corversion.Now it is easyto verify the

directionof (i)—(iv) by simulatingeachinferencerule of thesimpli ed RWLDT
usinginferencerulesof MSR [7]. A slightremainingdif culty is to overcomethe
gapbetweenmplicit -corversionin MSR andexplicit -corversionin RWLDT
(including its more generalnotion of context), but the proof techniquedor pure
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typesystemsusedin [15] canbeeasilyadaptedo our simplesetting.
Finally, theproofthat iswell-typediff is well-typed,canbedone
by inductionoverthelengthof  usingthepreviousstatements.

It is importantto note that this theoremdoesnot imply that eachwell-typed
RWLDT termin the context is arepresentatioof anMSR term, type,
orkind. Forinstanceacounterparof theRWLDT typeType  Type Type does
not existsin MSR. Similarly, we coulduse -abstractionsndotherconstructsn
RWLDT, butthey donothave counterpartin MSR. In fact,therestrictedsyntaxof
MSR andour representatioscanesout a sublanguagef RWLDT, andonly terms
in this sublanguagere usedinside the operationalsemantics. The speci cation
itself, however, requiresconstructsuchasstructuralequationsandcomputational
rewrite axioms,which areoutsideof this sublanguage.

5.3 TranslatingRolesandRules

To furthersimplify the presentatioryve assumehattheidenti er of the -throleis
andtheidenti er of its -thruleis . Wethende ne thetranslationof MSR roles
andrulesasfollows (using and torangeoverrole sequences):

ROLE FOR princ

R
ROLE princ
R princ
nat
A F union T T F
RULE
R princ nat
A union T F
union F

S S S
In thelastequationwe assumehatfor type thereis aninjectionwith thesame
name nat , adeclaratiorthatneedgo beincludedin _ .
Above we use to abbreviate , Which
heremeanghat areconditions. It shouldalsobe noted,however, that

the useof conditionshereis not essentialpecausehey areall of the form
andhencecantrivially beeliminated.We only useconditionsfor betterreadability
andto maintaina moredirectcorrespondenci® the MSR syntax.
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Theideabehindthede nition of is thatit mapseachMSRrole to several
RWLDT rewrite axioms: Thereis onerewrite axiomlabelledA , representinghe
instantiatiorof thisrole. In addition,thereis onerewrite axiomlabelleda (gener
atedby ) for eachof itsrules . The rst axiomA , apartfrom thegeneratiorof
freshtermsneededor thenew instancegeneratetokens T T :
representinghefactthatnoneof therulesof thisrole have beenexecutedyet. Each
of theremainingaxiomsA simulateghe corresponding/iISR rule , sothateach
applicationof aruleremovesits correspondingoken. Thisrealizeghe MSR policy
thatrulesof active rolescanonly be executedonce.

Thefollowing lemmaexpresseshatthegeneratiorof freshsymbolss correctly
representech RWLDT.

Lemmab5.2 (Freshnesdnvariance) Let be an MSR speci cation. The
representatioin RWLDT maintainsthe following invariant: If thereis a term of
theform F s 0 intheRWLDT stateandno otheroccurrencef F thenfor each

(including ) theterm s 0, andconsequently s 0 ,isfresh,i.e.,it does
notoccurin ary otherpartof the state.

Proof Sketch. Canbe directly veri ed asan inductive invariantfor eachof the
RWLDT rewrite axiomsin our representatiorysingour earlierassumptioron the
initial context thato ands arenotusedin the MSR speci cation.

To expresgstherelationshipbetweerMSR andits representatiowe alsoneeda
representationf dynamicentitiessuchasactiveroles:

empty .
ACTROLE FOR  princ  WITH
theformal multisetof all T s.t. containgule .
union ,

where and rangeoveractierole sets.

RecallthatACTROLE FOR  princ  WITH is theform of anac-
tiverole,i.e.,onethathasbeen(fully) instantiatecandpossiblypartially executed.
Thefactthatthe active role setcontainsan active role of this form corresponds$o
thefactthatfor eachrule of theactiverole (i.e.,arule thathasnotbeenexecuted
yet)theterm T is partof thedistributedstatein therepresentation.

Thesubsequentheoremjusti es the useof representationsf MSR con gura-
tionsof a particularform in all theremainingtheorems.

Theorem 5.3 (Representationinvariance) Let beanMSR speci cation.
If and is arepresentatiof an
MSR con guration, i.e., of theform union F S 0

for some , someMSR state , andsomeMSR actie role set , then isa
representationf anMSR con gurationaswell.

Proof Sketch. Againthisis aninductive invariantthatobviously holdsfor eachof
theRWLDT rewrite axiomsin our representation.

For the proof of the maintheoremwe needthefollowing lemma.
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Lemma 5.4 (RepresentationUniqueness) Let be an MSR speci cation.
TheneachMSR active role set  reachablen the operationakemanticoof MSR
canbeuniquelyreconstructedrom its representation

Proof Sketch. Obsenre that active role setscan containonly elementsthat can
actuallybe obtainedby (full) instantiationof known rolesfollowed by removal of
someof its rules(afterthey areexecuted) We needto considertwo cases:

(i) If thereis atleastonetoken (left) thatrepresentshe active role, thenthis to-
kencarriesthefull information,namely , ,and , to determinetheinitial
role instance.Unfortunately we needto aguethattogetherall tokensof the
form T uniquelydetermingherulesof thisactive role, i.e., therules
that still needto be executed. The only potentialsourceof confusionis that
therepresentatiomay containseveralinstance®f the sameactverole ex-
ecutingconcurrentlywith the samevalues and . Since s generated
freshthe confusioncanonly occurif  is theemptylist, i.e., whentherole
doesnot have ary existentialquanti ers. Becauseof the restrictedformat of
MSR speci cations(existentialpredicatesare usedto sequentializeéhe rules
insidearole) thismeanghattherole canonly have a singlerule, andhenceit
canbein only onestate hamelythe stateafterit hasbeeninstantiatecbut not
executed.

(i) In casehereis notoken(left) thatrepresenttheactiverole,therole musthave
beenfully executedandhenceby de nition of our operationakemanticgor
MSR it cannotbe partof the active role set. Hence,againits contribution to
theactiverole setis uniquelydetermined.

Lemmab5.5 Let beanMSR speci cation,let , beMSR statesandlet
, beMSR actwve rolessets. Thenfor all we have the following equia-

lences:

ThereareMSR contexts s.t. iff

A union FSO
union F S 0

ThereareMSR contexts S.t. iff

A union FSO
union F S 0
In bothstatementsve identify termsthatarestructurallyequalin

Proof Sketch. First, anobsenrationthatsimpli es the proof of both statementef
thelemma:We canverify usingthe previouslemmathat

union F SO

canonly representhe MSR state , theMSR activeroleset , andhenceonly an
MSR con guration for somedynamiccontext . Similarly,

union F S 0
canonly represenga con guration againfor somedynamiccontext
13



To prove the rst equialenceof the lemma, note that the left-handside ex-

presseghatrole is instantiatedor someprincipal (if it is generic,otherwise

is already x ed), the existentialquanti ers areinstantiatedvith freshsymbols,
andthecorrespondingole instancas addedo theactive role set. Accordingto the
changein the MSR dynamiccontet on the left-handside( becomes )
freshsymbolsaregeneratedyhichmeanghattherolehas existentialquanti ers.
We needto verify thatthis stepin the operationakemanticof MSR is equivalent
to theright-handside, i.e., to the applicationof the rewrite axiom labeledA (see
de nition of ) in RWLDT. Usingthefreshnessnvariancelemmais it easyto
seethatthe existentialquanti ers of role arecorrectlyinstantiatecusing fresh
terms  whicharegeneratedh this processApartfrom maintainingthefreshness
information,theonly effectof theruleis thattheterms T T
areaddedto the RWLDT state.This canonly correspondo the additionof a new
instanceof role to theactiverole set.

For thesecondequivalenceof thelemma,notethattheleft-handsideexpresses
thataninstanceof role is selectedrom theactve role setandits rule , whichis
of the form RULE , is executed.Accordingto
thechangen thedynamicMSR contect ontheleft-handside(  becomes )

freshsymbolsaregeneratedwhich meanghattherule has existentialquanti-
ers. We againneedto verify thatthis stepin the operationasemanticeof MSR is
equialentto theright-handside, i.e., the applicationof the rewrite axiomlabeled
A (seede nition of ) in RWLDT. Usingthe freshnessemmait is easyto
seethatthe existentialquanti ers of rule arecorrectlyinstantiatedusing fresh
terms. Apart from maintainingthe freshnessnformation, the rule hastwo effects:

It replaceghe term by (theterms  and areinstances
of and |, respectrely), a steppreciselycorrespondindo the executionof the
MSR rule, andit removesthetoken T , Which canonly correspondo the

factthattherule is removedfrom the active role, becausét hasbeenexecuted.

Obviously, for both equivalenceghe detailedproof would establisha bijection
betweenthe fresh symbolsgeneratedby MSR and the fresh termsgeneratedn
RWLDT.

Thefollowing theoremsummarizeshe statementsf the previouslemma:

Theorem 5.6 (Soundnessand Completeness) Let be an MSR speci ca-

tion,let , beMSRstatesandlet , beMSR activerolessets.Thenfor all
we have thefollowing equialence:

ThereareMSR contets s.t. iff

thereexists s.t.
union FSO

union F S 0
wherewe identify termsthatarestructurallyequalin

14



5.4 Achieving Executability

Unfortunately the resultingRWLDT speci cationis not necessarilyexecutablan
theordinarysensef rewriting, sincetheremayberuleswith variablesontheright-
handsidethatdo not appearon the left-handside and hencecannotbe boundby
matching.Thereforewe applyanothersimpletransformatiorwhich makescertain
typesandtheir elementsxplicit in the stateby makinguseof thepredicatee

Type state . Thisleadsto thefollowing modi cations:

nat

A union  E princ F

union  E princ T T F
RULE
R princ nat

A union T F

union F
where is aformal multisetcontaining E E

Thetheoremis asbeforeexceptfor thatwe have to provide a sufcient amount
of explicit typinginformation(see  below) to performa simulationstep:

Theorem 5.7 (Soundnessand Completeness) Let be an MSR speci ca-
tion,let , beMSRstatesandlet , beMSR activerolessets.Thenfor all
we have thefollowing equivalence:

ThereareMSR contexts s.t. iff
thereexists s.t.

union F SO

union F S 0
wherewe identify termsthat are structurallyequalin , and is a
formal multisetcontaining E only for terms of type

Proof Sketch. The only modi cation to our previousrepresentatiofSection5.3)
is thatwe have addedtermsof theform E to therewrite axioms,suchthatas
an obvious invariantthesetermsare presered by applicationsof rewrite axioms.
Thesetermscannotbe confusedor interactwith ary of the termsrepresentinghe
MSR con guration, so that the original behaior is presered (disregardingthe
newly introducedterms),assuminghat the applicability of rewrite axiomsis not
compromisedTo guarante¢helatter, thetheoremhasbeenrelaxedw.r.t. the previ-
ousone(Section5.3) by addingtheformalmultiset  to thestateontheleft-hand
side of the rewrite judgment(andsince is presered it is addedon the right-
handsideaswell). Since s existentiallyquanti edit canbeinstantiatedy ary
sufcient numberof termscompensatindor the E thatarenow neededo

15



applytherewrite axioms.

As aslight optimization,theterm E princ in thetranslationabove canbe
droppedn therewrite axiomA if it isthetranslatiorof ananchoredule,becausén
thiscase isaconstantleclaredn andnotavariablethatneeddobedetermined
by matching.Furthermore, E canbedroppedfrom in thetranslation
if occursin  , becauseén this caset canbeboundby matching.

5.5 EliminatingIntermediateStates

A drawvbackof the operationakemanticof MSR de ned in termsof thetransition
judgment andour representatiombove is thatrole in-
stantiatiorcanoccurarytime andarbitrarily oftenevenif thereis nosubsequenise
of therole. This is anunnecessargourceof nondeterminisnrand nontermination
andwithout any othermeansto control the executionit would prevent symbolic
executionandanalysis.

By consideringa slightly moreabstracsemanticshatcomposesole instantia-
tion with the executionof arule of thisrole, we caneliminatesuchsuper uousin-
termediatestates For themodi ed operationabemantico®f MSR we write

iff thereexistsarole with arule (and , )s.t.

and or

Ourrepresentatiowill bemodi ed correspondinghasfollows:

RULE
R princ nat
A union E princ F
union E princ F
where istheformal multisetcontaining
T T with T removed.
RULE
R princ nat
A union T F
union F
Theideabehindthesede nitions is thattherewrite axiomlabelledR  generated
by simulategheeffect of instantiatingole immediatedollowedby the ex-

ecutionof oneof its roles,whichis in this case.As a consequencié generates
16



the formal multisetof tokens T T with T removed,
becausehe correspondingule hasalreadybeenexecuted. The rewrite axiom la-
belledR  generatedby takescareof the executionof remainingrules,and
henceremainsunchanged¢omparedvith the previoussection.

Now we obtainaresultentirelyanalogougo the previoustheorem:

Theorem 5.8 (Soundnessand Completeness) Let be an MSR speci ca-
tion,let , beMSRstatesandlet , beMSR activerolessets.Thenfor all
we have thefollowing equivalence:

ThereareMSR contexts s.t. iff
thereexists , s.t.

union F SO

union F S 0
wherewe identify termsthat are structurallyequalin , and is a
formal multisetcontaining E only for terms of type

Proof Sketch. The only differencew.r.t. the previous theoremis that we usethe
new judgment asthe operationakemanticof MSR.
By de nition therearetwo casego consider:

(i) Thereisarole with arule suchthat
and

Obsenrethatwe areconcernedvith asequentiatompositiorof thejudgments
that we representedn our previous representatiorfSection5.4). Omitting
guanti ers and conditionsfor clarity, the rst judgmentwasrepresentedby
therewrite axiom

A union  E princ F
union  E princ T T F
andthe secondudgmentwasrepresentetly the rewrite axiom
A union T F
union F
Consequentlyour new representatiorjseede nition of ) usesthe se-
quentialcompositionof thesetwo:
A union E princ F
union E princ F
where is the formal multisetcontaining T T with
T removed.

(i) Thereisarole with arule suchthat :
For this case we just needto simulatethe executionof a rule. Hence,the

rewrite axiom(seede nition of ) is asin the previousrepresentation:
A union T F
union F

As an optimization,the rewrite axiomR  canbeomittedif  containsary
17



of thevariablesin . Thereasonis thatwe have the invariant(for the reachable
stateswe areconcernedvith in the theorem)thatthe variables areinstantiated
by objectswhich do notexistin the state sothatthisaxiomcouldneverbeapplied.

Anotherobvious optimizationis to omit the rewrite axiomR whentherole
containsonly a singlerule. This optimizationrelieson thefactthatin this caser
cannever appeain the state aninvariantthatholdsfor thereachablestatesve are
concernedvith in thetheorem.More generally we drop ary rule thatdependsn
aT thatis nevergeneratedThis canhappenbecauseheonly rule thatgenerates
T hasbeeneliminatedby previousoptimizations.

6 Translation in our Example

Returningto the Otway-Reegrotocolandits speci cationin MSR, we now illus-
tratehow its responderole (role number2) is translatednto RWLDT. For brevity,
we omit all declarationsexceptthe onesfor the network predicate messageon-
catenation(denoted. _ in MSR), andthe encryptionfunction, (which waswritten
as _ _in MSR):

N : msg -> state

append : msg -> msg -> msg

encrypt : {AB : princk msg -> (shK A B) -> msg

As for union , we write append to abbreviate append
append .

We have thefollowing coerciongto which we have givenlongernameshere):
nonce-msg . nonce -> mMsg
princ-cmsg : princ  -> msg
[tK-shk :  {AB : princk (tK A B) -> (shK A B)
stk-shk : {AB : princ} (stk A B) -> (shKk A B)

We alsodeclarethefollowing injectionsasrequiredby thetranslatiornto gener
atefreshsymbolsof thetargettype:
NONCE: nat -> nonce

L2 : nat -> ({B : princ} princ ->
nonce -> nonce -> (tK B S) -> state)

Finally, we declaretokenconstructorselevantfor theresponderole:

T21 : princ -> ({B : princ} princ ->

nonce -> nonce -> (tK B S) -> state) -> state
T22 : princ -> ({B : princ} princ ->

nonce -> nonce -> (tK B S) -> state) -> state

The translationof the responderole producesour rewrite rules, but two of
themcanbe eliminatedby our optimizations:

R211 : 1 {B:princ}
{L:{B:princ} princ -> nonce -> nonce -> (tK B S) -> state}
{A:princ{kBS:(ItK B S)H{X:msg}

{fresh,fresh’:nat}{n,nB:nonce}
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(L := (L2 fresh) ->
(nB := (NONCE (suc fresh)))  ->
(fresh" = (suc fresh)) ->

[A211] : (union ((E (tK B S) kBS), (F fresh),
(N (append ((nonce-msg n),
(princ-msg A),
(princ-msg B),
X))
=> (union ((E (tKk B S) kBS), (F fresh),
(N (append (n,A,B,X,
(encrypt  (append ((nonce-msg nB),
(nonce-msg  n),
(princ-msg A),
(princ-msg B)))
(tK-shKk B S kBS))))),
(L B A n nB kBS),

(T22 B L))
R222 : 1 {B:princ}
{L:{B:princ} princ -> nonce -> nonce -> (tK B S) -> state}
{A:princ{kBS:(ItK B S)HKAB:(stK A B)H{Y:msg}{n,nB:nonce}

[A222] : (union ((N (append ((nonce-msg n),Y,
(encrypt  (append ((nonce-msg nB),
(stk-msg A B kAB)))
(tk-shKk B S kBS))))),
(L B An nB kBS),
(T22 B L))
=> (N (append ((nonce-msg n),Y)))

The justi cation for eliminatingR  is thatit contains(L B A n nB kBS)
with L freshon its left-handside. SinceRr dependson (T21 B L), which
couldonly begeneratedby R, thisrule canbedroppedaswell.

Thefull RWLDT speci cationsuccessfullypassetheOCCtypechecler, which
impliesthatthe original MSR speci cationis type-correctaswell. The OCC pro-
totypecanfurtherbeusedto explorethe dynamicsof the protocol. For example to
restrictthe protocolexecutionto oneinstanceof eachrole andto obsene termina-

tion we addSTART and TERMINATED tokensto respectiely the rst andlastrules
of eachrole .

Aiprinc . Biprinc . KAS:(tK A S) . kBS:(tKk B S) .

rew (union ((F 0,(E P A,(E P B),
(E (tKk A S) kAS),(E (tk B S) kBS),
(START1 A), (START2 B), (START3 9)))
trace:
Al111 A211 A311 A222 Al122
result:
(union ((F 6),(E P A),E P B),
(E (tKk A S) kAS),(E (tk B S) kBS),
(TERMINATED1 A), (TERMINATED2 B), (TERMINATED3 S)))
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After startingthe symbolicexecutionthe systemperformsa seriesof actionseach
correspondingo theapplicationof arule. Finally, theterminatingstateis reached,
the explicit type informationis presered, andsix freshconstantdave beenused.
An explorationof the statespaceusingMaudeshows that the above executionis
theonly possibleonefrom the giveninitial state.

7 Final Remarks

In this papemwe have presentec@shallov andhenceef cient embeddindrom MSR
into rewriting logic with dependentypes(RWLDT), which hasbeenintroducedas
a restrictedinstanceof the opencalculusof constructiondOCC). This mapping
formsthe basisfor an ongoingimplementatiorof an MSR executionandanalysis
ernvironment. A mappingfrom RWLDT into RWL hasalreadybeenimplemented
as part of the OCC prototypein Maude. This enabledus to perform symbolic
executionof thetranslatedMSR speci cationin our example.Theuserinteraction
takesplaceatthelevel of RWLDT terms,whichdirectly correspondo MSRterms,
andhencetheuserdoesnotneedto beconcernedvith theresultingtranslationinto
RWL. A similarinterfacefor symbolicsearchandmodelcheckingwould be easy
to implement.At themomentwe canhowever alreadyexportthe RWL translation
of the RWLDT speci cationandperformsymbolicsearchrandmodelcheckingat
thelevel of Maude.

For the sale of clarity we madea numberof simplifying assumptionsgn this
paper We decoupledhe issueof inferring implicit partsof an MSR speci cation
from the actualtranslationphase which is exactly the way we would like to or-
ganizethe architectureof the translator We also assumedhe absenceof hame
clashesanassumptiorthatis not necessaryf we usethe CINNI explicit substitu-
tion calculus[13,14] andits termrepresentationin factthe theoryandprototype
for OCCarealreadybasednthis calculus.

An additionalfeatureof MSR that may requirechangego our representation
areconstraintsj.e., conditionsattachedo MSR rules. Constraintdo not appear
in [4,5], but have proveduseful,for instancejn the Kerberosanalysig 3]. Among
theoptionsarethedirecttranslatiorinto conditionalrulesof RWLDT, theextension
of thelinearstateby a non-linearcounterparfasin standardgsequenpresentations
of linearlogic) andits useto verify the constraintspr a combinationof thesetwo
possibilities.Equationsarearecentadditionto MSR,inspiredby this collaboration.
They canbe directly mappedo the computationakquationsof RWLDT. Further
extensionsof MSR, suchasmoving to richer executableragmentsof linearlogic
in the styleof CLF [16], adirectioncurrentlyinvestigatedy the rst author seem
to requiredeeperembeddingof MSR into RWLDT, an interestingtopic that we
leave for futureresearch.

An importantpartof MSR, thedataaccesspeci cation[6], hasnotbeertreated
in this paper becausea sufciently genericandconciseformulationis still subject
of ongoingwork. Our mostrecentideato formalizethe dataaccesspeci cationis
to usepredicatesnsidethe type theoryto expressthe accessibilityof information
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relative to principals.In combinationwith the assertionapropositionsof RWLDT
this may simplify the representatiomf dataaccesgulessigni cantly andwould
provide agreatdealof e xibility. Furthermorethe proofthatthe dataaccesspec-
I cation is satis ed would becomean objectinside the type theory In fact, the
logical natureof RWLDT is farfrom beingfully exploitedsofar, whichleadsusto
thelastpoint of theconclusion.

In additionto theautomaticsymbolicanalysigechniquesnentionedabove,our
two-level architecturempenghedoorto performingformalreasoningtthelevel of
RWLDT, which containsall thetypeinformationof theoriginal MSR speci cation
andusespracticallythe sameterm syntax. Indeed,interactve theoremproving is
supportedby OCC[14], but to make useof it our translationneedso be enriched
to make explicit the inductive natureof MSR, which canbe achiezed essentially
by addingsuitableelimination/inductiorprinciples. Formal reasoningvould ulti-
matelyrely onthemodel-theoretisemantice®f OCC,but it canuseits operational
semantic$o enhancehe expressvity of typesandto provide partialautomationin
proofs.

See http://formal.c s. ui uc.e du/ st ehr/ msr.h tml for the complete
speci cationof the Otway-Reesxample,otherexamples,andrecentprogreson
theproject.
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